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Smarter Strategy

T

here is one common aim and ambition which the Dubai Government, and its various departments and agencies, whatever their areas of expertise, share which is
to learn from global best practice and strive to become world leading in their field.
It is hardly surprising therefore that encouraging use of new technology and creating a supportive environment for future local innovation and development in the Emirates
is also coming so high up the agenda in many of these bodies’ strategies.

The embodiment of all this is perhaps found in the Smart Dubai Initiative which was
launched in 2014 with the aim to make Dubai the smartest city in the world. This is something which is being achieved through a coordinated approach across the public sector
and in active partnership with the private sector. The aims of this initiative are to see the
development of a smarter economy, smarter mobility, smart governance and a smart
environment and living conditions for the people who live and work in the Emirate.
However, while others may see such developments as simply technical or as engineering
challenges, for us as legal professionals the focus is often very different. We need to be
ahead of the game, to have already thought of the practical and ethical implications of
these changes. We have to have considered the questions that our colleagues in engineering departments and companies, would never even have thought of, no matter how clever
they are technically and also to have come up with the answers. In fact, whether we are
legislators or regulators who need to ensure current legal and regulatory regimes are still
in line with the new realities on the ground, inhouse counsel drawing up contracts which
must reflect liabilities created by the new technology their businesses are using, or litigators trying to fit resulting cases into existing legal frameworks, the challenge is the same.
Even before it comes to learning about new laws, you need to make sure you really understand new technical terminology. That you are actually clear about how this new technology works and what its potential applications could be. And, this is not just a one time
thing. You need to keep on learning as the technology continues to change and develop,
as it undoubtedly will.
We know this is not easy. At times it can seem like having to learn a whole new language,
which some of us are good at learning and translating but others find more difficult. For
this reason we decided to put technology at the heart of this issue of our magazine,
focusing on both the current legal position in the UAE, and a number of technological
areas where the UAE has already made a strategic decision to be particularly active.
We hope by providing you with articles written by fellow legal practitioners rather than
technologists we have given you the tools to develop your own smarter understanding
of where UAE law is headed.
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Overview

UAE Technology Law
New technology can make us feel we are in unchartered territory but as
Brian Meenagh and Madonna Kobayssi of Latham & Watkins explain the
UAE legal framework in this area is surprisingly familiar.

N

ow is an exciting time to be involved in the laws which apply to new technology in the UAE, as even a brief look at
the Dubai Future Foundation’s website reveals the country’s ambitions to serve as a hub for disruptive technology
and innovation. It’s an ambition which has support at the highest
level too, as in the words of Sheikh Mohammed bin Rashid, UAE
Vice President and Prime Minister and Ruler of Dubai, such innovation has benefits for all of mankind.
Incubation programs, awards and pilots are also already
underway for technologies, including blockchain and distributed
ledgers, 3-D printing, autonomous vehicles, hyperloop, drones,
robotics, artificial intelligence (AI) and big-data analytics platforms.
There is an expectation that these new technologies will form part
of the Emirates’ fabric of society within the next five years.

that perhaps all they need to do is supplement them with additional regulations or amend the existing legal framework to
address the specific challenges which fall in between the gaps.
Those old enough to remember the first internet bubble in the
late 1990s and early 2000s will see this process exemplified and
may attest to it. Initially during the late 1990s and 2000s people
believed the internet was unregulated and the term ‘wild west’
was often ascribed to the network. In response lawyers in most
jurisdictions, tried to determine whether they needed new laws
for the internet or if they could apply existing civil, criminal, corporate and commercial laws to internet activities. Then eventually
legislators began introducing some bespoke, matter-specific laws
to address the new challenges which the internet had raised, e.g.
e-commerce, cybercrime and data privacy legislation.

The Three Stages to a Legal Framework
What is interesting from a legal perspective is the way in which in
any society the introduction of any new disruptive technology is
frequently followed by a three-stage thought process in terms of
identifying the legal framework which is applicable to the technology, which often go like this:
1 We are in ungoverned territory - People believe there are no
specific laws currently available which are applicable to the new
technology and as a result there are no constraints on how it
can be used.
2 This is very different - After a period of reflection, people start
calling for a new comprehensive ‘[whatever the technology’s
name is]-specific’ law which will clearly define what can and
cannot be done by people using the technology.
3 Maybe this isn’t that different afterall - People think again, and
start to realise that perhaps the existing body of laws they
already have, actually deal with most of the issues which are
being presented by this new technology. However, they decide

DON’T Panic
As we look to the future and consider how new technologies like
automated transport, robotics and 3-D printing might impact the
UAE, it is important for lawyers to recognise that the Emirates
already has a robust core body of laws which will apply to the
nation’s development, distribution, sale and use of these technologies. In this article we provide a high-level overview of seven
components of the relevant legal framework, namely technology
regulation, intellectual property law, privacy and cybersecurity
legislation, corporate and commercial agency law, contract law,
consumer protection and e-commerce laws, and competition and
anti-trust law, which will have an impact on these areas.
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TECHNology Regulation
The UAE has a number of regulators whose influence extends
over future and disruptive technologies. For instance, in order to
operate, a fintech company in the UAE , will inevitably encounter
the regulatory regime of the UAE Central Bank, the Telecommuni-

cations Regulatory Authority (TRA), the Emirates Securities and
Commodities Authority (ESCA), the Emirates Insurance Authority,
Abu Dhabi Global Market (ADGM)’s Financial Services Regulatory Authority (FRSA) or the Dubai International Financial Centre
(DIFC)’s Dubai Financial Services Authority (DFSA). The position
is similar when it comes to autonomous vehicles and hyperloop.
This technology will only succeed in the UAE if it complies with
the rules of the Integrated Transport Centre in Abu Dhabi and
the Dubai Road Transport Authority (RTA) in Dubai, and drone
technology is already being regulated by the UAE General Civil
Aviation Authority.
tHE REGULATORY APPROACH
What is positive is that most UAE regulators take a forward
thinking approach to future and disruptive technologies. For
example, the UAE Central Bank issued digital payment regulations
in early 2017 and the Civil Aviation Authority instituted regulations for unmanned aerial vehicles in 2015. The Dubai RTA is also
currently working to develop regulations on autonomous vehicles
which are intended to enable 25% of all transport journeys. So, the
key takeaway for any entity which is looking to distribute or use
new technology in the UAE is that it is imperative to understand
the standard regulatory regime which currently applies to that
technology and then determine whether the technology’s operation requires any regulatory licenses, permits or non-objection
letters.
THE Intellectual Property FRAMEWORK
When it comes to new technology a key area to consider is the
relevant intellectual property law. The UAE has an intellectual
property framework which aligns with international standards.
For instance:
• trademarks, designs and logos can all be registered;
• enforcement proceedings can be brought against suppliers of

counterfeit goods and unauthorised sellers. Various sanctions
and remedies are available, including provisional prevention
measures, seizures and confiscations, criminal sanctions, and
damages for lost profits;
• wide protection can be obtained for industrial inventions under
the UAE’s local patent regime or under the GCC patent protection
regime, which gives patent holders GCC-wide rights which are
enforceable in all GCC member states (including the UAE and
other markets such as Saudi Arabia);
• copyright is protected and can be registered, although registration is not mandatory in order to protect copyright; and
• third parties can rely on the doctrine of ‘fair use’ in certain
circumstances to use of copyrighted work without a licensor’s
permission.
SPECIFIC UAE Intellectual Property ISSUES
However, certain features of UAE intellectual property law differ
from those of the EU and US frameworks. Developers or rightholders in particular will be used to, and need to consider:
• a n author’s disposal of the total body of their future intellectual work or more than five future copyrighted works
would be treated as void;
• licence agreements must be registered in order to be effective against third parties but non-registration does not affect
contractual obligations between the original licensor and
licensee; and
• employers are not automatically deemed to own works that their
employees have created during their employment.
Privacy and Cybersecurity
Privacy and cybersecurity can cause concerns as many new
technologies collect and store various forms of data, such as
personal data, location-related information or data relating
to technology.
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“People think
again and start
to realise that
perhaps the
existing body of
laws they already
have actually
deals with most
of the issues
which are being
presented by this
new technology .”
The UAE has a complex legal framework which has sought
to impose data-handling obligations on entities which deal with
various forms of data across a number of sectors.
BREACHES
Breaches of such data laws can trigger both criminal and civil sanctions. For example:
• the UAE provides a right to confidentiality of communications
and individuals also have a right to complain about invasions of
this right to privacy;
• publishing personal data on an individual’s life, disclosing
communications and accessing IT systems without obtaining
the relevant consent are criminal offences;
• onshore and offshore financial institutions must implement
adequate risk management systems and take reasonable
care to secure unauthorised disclosure of customer data and
confidential information (e.g. trading information), and have a
general obligation to notify the relevant regulator, for example,
the UAE Central Bank or the DFSA, on matters the regulator
expects to be notified about including a cyber-security attack;
and
• government entities must comply with certain IT standards
in order to ensure the confidentiality, security, integrity and
availability of government information. Entities which are
tasked with implementing and monitoring these standards
include the Abu Dhabi Information Security Centre, the
National Electronic Security Centre and the Dubai e-Government Department.
DATA PROCESSING
In addition, over the past few years, companies and governments
in the UAE have grown aware of the importance of data as an asset
and the severe consequences of data security breaches.
Given this increased awareness, and the complex framework
of obligations which apply when processing data in the UAE, a
technology provider should assess:
• the data it collects;
• how it uses this data; and
• consider the organisational and technical measures it should
adopt to maintain the security of this data.
8 | Emirates Law Business & Practice www.emirateslaw.ae | December 2017

In addition, it is important to be aware that if a technology provider is contracting with an entity in a sector which has
specific data-handling obligations (e.g. financial institutions or
government), the provider may also need to uphold those obligations to the extent they collect or access the entity’s data
(e.g. under a services agreement).
Corporate Law
In order to commercialise new technology in the UAE, the relevant
technology rights owner needs to determine the formal legal basis
on which they intend to do business in the Emirates. Typically, the
rights owner will operate through one of the following means:
• by incorporating a local entity;
• by registering a branch or representative office of a foreign
company;
• by establishing a free zone entity or branch; or
• by entering into a commercial agency relationship with a local
agent.
Generally, locally incorporated entities have to obtain a
commercial license from the Department of Economic Development (DED) (or a similar government agency) and, if necessary
receive authorisation from the relevant ministry or government
entity in the relevant Emirate or free zone, if this is relevant.
OWNERSHIP AND AGENCY
A key consideration when incorporating a local entity is that either a
UAE national or a company which is wholly owned by UAE nationals
must own 51% of the company’s capital unless GCC nationals own
100% of the company’s capital. Given these ownership requirements for locally incorporated entities, foreign entities who wish
to conduct business in the UAE sometimes prefer to adopt one of
the other potential methods, however, they should understand the
applicable limits and restrictions which apply. For example:
• branches or representative offices are restricted in terms of
the goods or services they can trade; and
• a free zone entity is generally only permitted to conduct business
within the relevant free zone or internationally and is limited to
performing only those activities specified in its license.
Those considering entering into a commercial agency agreement should also note that UAE law provides local agents with

significant protections in terms of exclusivity and sales commission. In addition, there are limitations on a foreign entity’s rights
to terminate a registered agency agreement.
Contract Law
Technology owners may want to commercialise their innovations.
Those commercialising technology in the UAE can end up entering
into various forms of contracts with key stakeholders, including
terms and conditions with end users, services agreements, consultancy agreements and funding agreements.
An entity entering the market and relying on an Emirate’s
governing law, should note that while the UAE courts generally
respect contracts which have been negotiated at arm’s length,
entities must abide by a developed body of contracts law which
contains unique aspects.
For example, in the UAE:
• termination for cause can only occur via a court order, unless the
parties explicitly agree otherwise under a contract;
• courts may enforce agreements to agree, including by making
a ruling on missing parts of the issue;
• limitation clauses are generally acceptable, but the courts have
the power to overrule them and award compensation which is
equal to the losses suffered; and
• there is an implied duty of good faith, and in essence, to act
reasonably and justifiably and not impinge on the party’s rights.
Simply acting in bad faith could provide a cause of action for the
counter-party.
LITIGATION AND TECHNOLOGY CONTRACTS
It is also worth noting that the court and arbitration process in
the UAE (like other jurisdictions) can be complex, time-consuming
and expensive.
Therefore, it is advisable that technology contracts include
a staged dispute resolution procedure in order to increase the
likelihood of dispute resolution without needing to go to court.
Depending on the contract counterparty it may be appropriate
to elect a dispute resolution forum outside of the UAE.
Consumer Protection and E-Commerce
If a particular technology is consumer-facing or involves the sale
of online goods and services, the relevant rights holder in the UAE
will also need to be aware of the UAE consumer protection regime
and potentially the electronic commerce law.
Notably, unlike e-commerce and distance-selling laws in other
jurisdictions the UAE’s primary e-commerce law, which is Federal
Law No 1/2006 only covers electronic signatures and electronic
documents as evidence in litigation, rather than more broadly
addressing the online sale of goods and services.
Nonetheless, purchasers of goods and services in the UAE can
still benefit from other more general consumer protection laws such
as Federal Law No. 24/2006, or Cabinet Ministers Resolution No.
12 /2007 as well as access to various institutions like the Consumer
Protection Department of the Ministry of Economic Development
and the UAE Consumer Rights Agency.
The provisions of these laws and institutions include helping
consumers with protections against:
• misleading advertising;
• failure to provide information on the goods; and
• the option to remedy or return of defective products.

As a result, technology-rights holders who provide goods or
services to consumers in the UAE need to ensure they are aware
of and must ensure they comply with these laws and institutional
requirements.
Competition/Antitrust Law
In other jurisdictions new market entrants have been known to
cite competition and antitrust laws as a way of challenging their
rivals including market dominant providers.
UAE competition law which includes Federal Law No. 4/2012;
a set of implementing regulations and Cabinet Resolution No.
13/2016 places a general ban on companies entering into agreements which have as their object or effect the prevention, restriction or distortion of competition law within the UAE.
These laws also prohibit companies dominant in a market
from abusing that position of power. However, it is yet to be
seen whether competition law will be used as a route to disrupt
existing markets in the UAE and challenge regulations which
restrict new market entrants. The exemptions found in UAE
competition law for certain industry sectors and types of entity,
coupled with respect for the jurisdictions of other regulators
may mean entities looking to introduce new technologies in the
UAE do not use UAE competition and anti trust laws to the same
extent that they do in the US or EU. Given the broad scope of
this topic and the range of regulatory regimes which can impact
new technology, we have only skimmed the surface of the legal
framework which applies to disruptive and future technologies in the UAE. Each of these areas of law are substantial in
their own right and entities looking to develop or commercialise new technology in the UAE should be aware that they may
need to conduct indepth analysis of each of the areas of law
detailed above. If necessary, they should speak to legal advisors
in order to fully understand how the UAE’s legal framework
might applyto their specific business and how they can bring
the benefits of new technology to the UAE in a way which also
complies with local laws and regulations.
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Partner
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Technology | EXPERT PANEL

The Digital Dawn
Technological development has been put at the heart of the
UAE’s economic development strategy and is being supported
at the highest level. Our expert panel looks at the areas which
are being prioritised and the legal and financial support being
provided to innovators.

Key LAWS
Federal Law No. 1/2006
This law covers contractual relations through electronic means,
electronic signatures and authentication methods.
Federal Law No. 2/2006
This law covers cybercrime and criminalises a range of online
conduct.
Federal Law No. 7/2002
This law covers copyright.
Federal Law No. 31/2006
This law covers industrial regulation and protection of patents,
industrial drawings and designs.
Federal Law No. 37/1992
This law covers trademarks.
Federal No. 24/2006
This law includes consumer protection in the online environment
in its remit.
Dubai Law No. 2/2002
This specific law covers e-transactions and e-commerce in Dubai.
Dubai Law No. 26/2015
This law requires public sector bodies holding data relating to Dubai
to make it available as shared or open data.

“

The UAE’s technology manufacturing sector has become increasingly active,” says Raza Rizvi of Simmons & Simmons.
“For example, the Emirate of Abu Dhabi, has a well-established
manufacturing history in the defence and infrastructure sector, although, further progress is needed for the UAE’s local manufacturing and R&D capabilities to compete on the global stage.
Key trends in recent years have included increasing numbers of
joint ventures with a strong know-how and technology transfer
transaction element which have also triggered the development
of human capital in the Emirates.”
“There is no doubt, the UAE technology sector is developing
rapidly and several steps and initiatives have been taken to help
promote and encourage innovation, including the establishment of
the Information Communications Technology or ICT Fund in 2008
by the Telecommunications Regulatory Authority (TRA), to fund
projects which help develop the fields of information and communication technology in the UAE, and support education and space
technology,” states Nadim Bardawil of BSA Ahmad Bin Hezeem &
Associates LLP. “There are also a number of government entities who
have been involved in this area, including Dubai Smart Government
and the Emirates Science, Technology and Innovation Higher Policy
whose work has covered a whole host of areas including robotics,
development of solar power, stem cell research and biotechnology.”
“Another important initiative in this area has been the Fund to
Finance Innovation which is designed to provide financial solutions for technological innovators and others,” Bardawil adds.
“In addition, an Abu Dhabi Government owned company called
Mubadala, is investing in a global portfolio of w
 orld-class information and communications technology assets, and is helping to
provide high-tech employment opportunities in the IT, technology
and telecoms sectors, and satellite operations.”
A National Strategy
“An innovation strategy was launched throughout the UAE in 2014,”
explains Adjou Ait Ben Idir of Norton Rose Fulbright. “At its centre,
is the aim of making the UAE one of the most innovative nations
in the world and one of the top ten countries in the Global Innovation Index by 2021. The aim is to stimulate innovation in seven key
sectors (one of which is technology) through the implementation
of certain nation-wide initiatives.”
“Innovation in a particular industrial sector is generally overseen
by a specific body or bodies. For example, with the Fintech industry,
the relevant bodies are the Dubai Financial Services Authority
(DFSA) in the DIFC or the Financial Services Regulatory Authority
in the Abu Dhabi Global Market (ADGM),” Adjou Ait Ben Idir adds.
“The UAE has also been trying to promote and establish
entrepreneurial eco-systems, accelerators and incubators and
has created many initiatives to help entrench the startup culture
here,” Munir Suboh of Hadef & Partners notes.
“At a broader level, the Government of Dubai, through the Dubai
Future Foundation, has established what is called the Dubai Future
Accelerators programme,” Adjou Ait Ben Idir explains.
“The Dubai Future Accelerators is the world’s largest government-supported accelerator, and the Dubai Future Foundation
hosts it in partnership with the seven founding government
entities,” Bardawil explains.
“It is not an innovation incubator, but a nine-week programme
designed to facilitate collaboration between government entities
and innovative companies in a range of different service areas,”
Adjou Ait Ben Idir adds.

“However, this programme gives start-ups access to the
resources and expertise of Dubai government entities which is
good,” notes Suboh of Hadef & Partners.
“The Dubai Future Agenda which is a 1 billion AED ($272m)
programme has already introduced a number of initiatives and
strategies which aim to add value to humanity and the national
economy, for example 3D printing technology and driverless transportation,” adds Bardawil. “In its three annual cycles, the accelerator will be selecting entrepreneurs, teams and companies from any
part of the world and from entities of any size, ranging from small
start-ups to large corporations. However, in return those involved
in the programme have to provide a working prototype with the
potential to solve one of seven ‘21st century challenges’ previously
determined by the participating government entities.”
“This onshore programme has been carried out in collaboration
with the government and so provides access to key government
partners,” Adjou Ait Ben Idir continues. “However, as it is based on
a ‘challenge’ system and an applicant’s business must address one of
these challenges, it is more of a responsive concept.”
“Another similar programme is the Hamdan Innovator and Incubator (HI2) which is part of the Mohammed Bin Rashid Establishment,” Suboh adds. “This incubator instead focuses on local Emirati
entrepreneurs and is able to enable to aid progression from idea
development to execution and provide Seed Fund money.”
Freezones
“Within the Freezones, both the DIFC and ADGM have been championing technology based innovation, in a host of projects including DIFC’s ITL concept and Hive programme, and the ADGM’s
RegLab sandbox and its recent collaborations with the Responsible Finance & Investment Foundation on ethical Islamic Fintech,
and KPMG through the Fintech Abu Dhabi Innovation Challenge,”
Adjou Ait Ben Idir adds.
“Free Zones like Dubai Internet City, Dubai Media City and
Silicon Oasis are also helping to support technology companies
and boost technological advancements and economic growth
within the Emirates,” Bardawil continues.
“For example, Astro Labs Dubai (which is supported by Google)
has a strategic partnership with Dubai Multi-Commodities Centre
(DMCC) freezone to help members quickly set up a company,”
Suboh explains.
Priority Sectors
“However, one area being prioritsed is smart technologies,”
Bardawil continues. “These are seen as the driving forces behind
sustainable development in the UAE and are listed as priority
sectors in the National Innovation Strategy (NIS), which focuses
on developing initiatives that can be applied anywhere in the
world, creating a model for the global economy.”
“NIS aims to promote innovation in technology through the development of smart cities, software and applications, and by enhancing
the Information and Communications Technology (ICT) industry so it
is able to improve the quality of services being provided.”
“The plan is that innovation in technology will be achieved through
manufacturing advanced technology in areas of global interest, e.g.
artificial intelligence, semi-conductors, nano-technology and 3D
printing,” Bardawil explains. “There is also an impetus to support
fast adoption of future technology trends across various industries. For example, promoting the use of advanced technologies in
healthcare services and stimulating growth in the biotechnology
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and pharmaceutical industries, while forming strategic partnerships
which will support medical research.”
“In addition, going forward NIS wants to establish a regulatory
framework by developing rules and regulations which will promote
innovation,” Bardawil adds. “It also aims to design an efficient and
effective patent registration procedures, and raise a wareness of
intellectual property rights and the best ways of protecting them.”
Investment Activity
“What is interesting is that this evolution in technology has attracted both UAE public and private sector investment,” Suboh states.
“The UAE government has also recognised the need to upgrade its
legal platform and integrate advanced technological systems into
its public services, which in turn has led to substantial investment
plans in all sectors. For example, when the UAE cabinet adopted
the supreme national policy for technology and innovation in 2015,
it led to 100 investment and national initiatives worth 300 billion
AED, in total aimed at supporting technology and innovation in
education, health, energy, transportation, aerospace, water and
education. The UAE also has a good record of providing an excellent environment for innovation, supported by local funds.”
“UAE investors are also becoming increasingly active in funding
private technology companies around the world,” Bardawil notes.
“For example, they are actively hunting for innovative, high potential tech projects to invest in, in the healthcare, life sciences, Information and Communications Technology (ICT) and the energy
sector. This is also helping to develop new regional startup hubs
and attracting international investors into these areas. You are
also seeing UAE based investors putting their own stamp on
startups in these sectors around the globe.”
“There are also schemes linking UAE investors with inventors
and technology firms around the world,” Bardawil continues. “The
most active venture capital firm in the UAE investing in tech startups globally is Wamda Capital, followed by Flat6Labs Abu Dhabi;
BECO Capital; and Turn8, which is a venture fund established by
the global trade corporation DP World, and is widely considered as
one of the most active early-stage startup investors in the UAE.
In addition, Womena; Twofour54, a subsidiary of the Media Zone
Authority Abu Dhabi and Dubai Silicon Oasis, is a public-private
partnership which is investing in tech start-ups in the UAE.”
Legislative Infrastructure
“The UAE legal framework has been well established since 1970s,”
states Suboh. “Therefore, when there is a need for development,
for example when new technology comes along, the legislator has
generally been very active in issuing the new laws, regulations and
the administrative orders which are needed to cope with all new
requirements and challenges.”
“However, the government also intends to put forward more
measures to help provide more efficient services and transactions,” Suboh continues. “Their aim is to move towards maintaining
electronic records and to ultimately make the Smart Government
a practically achievable initiative.”
“As part of this they have established a set of rules in Federal
Law No. 1/2006 which cover Electronic Commerce and Transactions (which is known as the ‘E-Commerce Law’) and have also
issued Federal Law No. 2/2006 and its subsequent amendments
(known as the Cyber Crimes Law) ,” Suboh states.
“Most of the laws in this area are Federal ones,” Suboh adds.
“However, there are a number of local events and initiatives which
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are designed to promote technology and innovation. One example
of this is the Smart Government which was introduced and implemented in the UAE in order to enhance the range of technology used
in governmental services. The Dubai Government has taken a good
lead in this area locally, but all the local Emirate governmental bodies
have also established internal circulars to support this initiative.”
“One example, of this is Abu Dhabi which has established a
committee to promote technology and then funded a number
of initiatives through the Technology Development Committee
(TDC),” Suboh continues. “They have also established a programme
called Takamul which is designed to promote patents and science.”
Regulators
“There are various governmental agencies and departments which
are involved with the regulation of the technology sector in the
UAE,” states Suboh. “However, the TRA is the main regulatory
authority regulating this sector. There are also other authorities
and law enforcement agencies, such as the Electronic crime unit
at Dubai Police CID, the national media counsel for digital content,
and the Ministry of Economy who deal with a range of connected
issues including software protection and copyright.”
E-commerce
“It is not just Federal Law No. 1/2006 which impacts the operation of
e-commerce platforms and services in the UAE,” Neil Westwood of
Simmons & Simmons states. “Federal Law No. 1/2006 deals with the
establishment of contractual relations through electronic means, and
electronic signatures and authentication mechanisms. In addition, the
Consumer Protection Law (Federal No. 24/2006) has established a
range of obligations for manufacturers and suppliers on supplies of
goods and services generally, which include online supply.”
“Federal No. 2/2006 also criminalises a range of online conduct,
including the fraudulent use or acceptance of payment cards,” Raza
Rizvi explains. “In addition, Dubai has also introduced its own e-trans-

actions and e-commerce law, Dubai Law No. 2/2002. There has also been
another recent development in the form of the introduction of the UAE
Central Bank’s ‘Regulatory Framework for Stored Values and Electronic
Payment Systems,’ which established a licensing regime for a range
of categories of digital payment service provider and is particularly
relevant for e-commerce businesses and the solutions they procure.”
INTELLECTUAL PROPERTY
“The UAE has a framework which is broadly in line with international standards,” explains Brian Meenagh of Latham & Watkins.
“Trade marks, designs and logos can all be registered, enforcement
proceedings can be brought against suppliers and unauthorised
sellers of counterfeit goods, and there are various sanctions and
remedies including provisional prevention measures, seizures
and confiscations, criminal sanctions, and damages covering
lost profits. Wide protection can also be obtained for industrial
inventions under the UAE’s local patent regime or the GCC patent
protection regime, which gives patent holders GCC-wide rights
which are enforceable in all GCC member states. Copyright is
also protected and can be registered, although registration is not
mandatory in order to protect copyright. Third parties can also
rely on the doctrine of ‘fair use’ in certain circumstances to use
copyright work without a licensor’s permission.”
“However, there are differences with the legal position in some
more developed jurisdictions,” Madonna Kobayssi of Latham &
Watkins continues.
“For example, marks and logos which convey messages and
images which conflict with local laws, and UAE culture and public
order are not registrable. For example, class 33 under the Nice
Classification (10th edition) for alcoholic beverages is not available
in the UAE, although brand-owners may be able to register their
brand under other classes of goods and services. In addition, any
disposal by an author of the total body of their future intellectual
work or more than five future copyright works is void.”

“Generally UAE universities have an intellectual property policy
that deals with ownership of intellectual property developed using
university resources, its commercialisation and sharing income
generated by the intellectual property between the inventor and
the university,” Meenagh continues.
“Examples can be found on UAE University and Zayed University websites. Some universities, likethe Masdar Institute, also
have dedicated technology transfer offices which manage and
commercialise intellectual property developed by the university
and others, like the Petroleum Institute, work with the Abu Dhabi
Technology Development Committee through Takamul, its innovation support programme, to develop and manage their intellectual
property portfolios.”
“Where universities collaborate with commercial organisations on sponsored research, the university generally enters
into a separate agreement with the commercial organisation
to address similar issues to those in their intellectual property
policy,” Meenagh adds.
“We are not aware of a UAE university specific standard for
such agreements, although the UK Intellectual Property Office’s
Lambert Agreement suite, used by UK universities is sometimes
used as a starting point for such agreements. Technological
transfer agreements are also similar in approach to those in other
major jurisdictions but it is important that parties negotiating
these agreements in the UAE consider the specific nuances of
UAE law, e.g. that an disposal by an author of all of their future
intellectual work or more than five future copyrights is void.”
Sector Support
“The UAE authorities have set up numerous initiatives to support
the technology sector,” explains Neil Westwood.
“However, many have not yet involved state legislative functions.”
“Dubai Law No. 26/2015 which is part of the most ambitious
open data initiatives in the Middle East, is one example of where
legislation has been used to support innovation, particularly in the
context of smart government.”
“This law requires UAE Federal government entities, Dubai
government entities and other specified providers who hold data
which relates to the Emirate of Dubai to make that data available
to others either as ‘open data’ (which can be published without
restriction) or ‘shared data’ (which may be exchanged with other
providers subject to conditions).”
“The Dubai Data Initiative, which is what the programme instituted by Dubai Law No. 26/2015 has become known as, is now
implemented by the Dubai Data Establishment, which operates
under the Smart Dubai Office,” Rizvi continues.
“A key strategic objective of this Law is to encourage technological innovation in order to help Dubai achieve its vision of
becoming a Smart City. It is an important legislative development
which helps lay the foundation for novel use cases and deployment of ‘Internet of Things’ solutions, which will become more of
a reality with the rollout of 5G networks.”
FinTech
“Although falling short of full blown legislative changes, the DIFC
and ADGM financial services authorities have both also developed
schemes which are intended to facilitate innovation among, and
lower licensing barriers for, financial technology (FinTech) businesses,” Rizvi adds.
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“In addition to the various incubators or start up programmes
and the benefits they provide in terms of business connections,
funding and access to knowhow, both the DIFC and the ADGM have
sanctioned regulatory relaxation in relation to certain licensing
requirements,” states Adjou Ait Ben Idir.
“In May 2017, the DFSA, which regulates financial services in
the DIFC, announced the launch of the ‘Innovation Testing Licence’
(ITL). This allows qualifying FinTech firms to test innovative
products and services for six to 12 months while being subject
to a less onerous regulatory regime than fully authorised firms,”
states Rizvi.
“It can also be possible to extend ITL status in certain circumstances,” Adjou Ait Ben Idir adds.
“This move also coincides with the ADGM’s launch of its Regulatory Laboratory (RegLab), which aims to offer a tailored regulatory
regime for new and established FinTech businesses,” Westwood
explains. “The first RegLab participants were admitted in May
2017. However, the fragmented nature of financial services regulation across the UAE means these initiatives, while helpful, may
require some additional changes to Federal legislation in order to
assist this type of innovative business to scale.”
“The DIFC and the ADGM are good examples of ‘hubs’ which are
fostering a culture of innovation. Both the DIFC ‘Hive’ Scheme and
the ADGM ‘RegLab programme’ offer a physical environment for
the development of innovative technologies’ Adjou Ait Ben Idir
continues. “In the case of the DIFC, the ITL is an example of how
differing regulations can apply to such hubs and the importance
of reduced regulation which is also a feature of the ADGM RegLab
programme.”
“The DIFC Hive scheme is open to all companies, regardless
of size, provided they are not already established, publicly listed
or a well-known technology business in financial services, or an
established business in another industry looking to branch into
Fintech,” Adjou Ait Ben Idir adds.
“Such firms also need to have a product to demonstrate and
be happy, subject to appropriate confidentiality restrictions be
prepared to provide access to the product to Hive programme
partners. “
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“In addition, they need to be prepared to commit to their senior
team being based in Dubai during a 12 week programme; and to
provide evidence that access to senior-level executives in financial
services firms will have a meaningful impact on the company’s
growth,” Adjou Ait Ben Idir continues.
“With the ITL, the projuct must involve innovation and the
use of FinTech and it must be a product which if carried on in
the DIFC, would be classed as a Financial Service. It also needs
to be ready (or soon be ready) to start testing with customers
or industry. The intention also has to be that it will be rolled
out on a broader scale in or from the DIFC after the successful
completion of testing.”
“With the ADGM’s Fintech RedLab programme there are two
categories of applicants,” Adjou Ait Ben Idir continues.
“(i) These are those who have an untested FinTech product
(in order to enable FinTech Participants to live‐test a product
in a clearly demarcated environment within the ADGM with
controlled scope and scale, without attracting the full suite of
regulatory requirements); and (ii) those who are already offering
their FinTech product in the market but want to continue
researching and developing it, and live‐test and offer any
product enhancements, variations or new features via a limited
rollout within the confines of the RegLab. However, in both these
cases, an applicant is required to establish a presence in the
ADGM”.
Bans and Restrictions
“In common with some other Middle East countries, there are some
technology use restrictions in the UAE businesses should be aware
of,” says Westwood. “For example the policy on the use of Voice
over Internet Protocol (VoIP) services. These are regulated by
the Telecommunication Regulatory Authority’s (TRA) Regulatory
Policy on VoIP. Under this policy, VoIP services requiring the
conduct of ‘Regulated Activities’ (i.e. those which fall within the
TRA’s remit) must be provided under a TRA licence,”
“However, the TRA has not issued any such licences to date,
even to the two licensed providers of regulated telecommunications services in the UAE,” Rizvi explains.

“It is worth noting this prohibition does not apply to VoIP
services provided over a ‘Closed Group Network’ which is a
telecommunications network connecting users within a single
entity (e.g. an employer) or entities under common ownership
but it does not allow communication with users outside that
network.”
“More broadly, under Federal Law No. 2/2006 use of various
technologies, such as virtual private network (VPN) technology, is prohibited where the aim of the use is to commit other
offences.”
Competition
“Competition law can also potentially impact on the technology
sector in the UAE,” says Westwood.
“The UAE has introduced Federal Law No. 4/2012 on the regulation of competition and related implementing regulations under
Cabinet Decision No. 37/2014. Certain business sectors, e.g. the
telecommunications sector are expressly exempt from the application of the law. However, the wider technology sector is not.”
“This exemption could create confusion,” Rizvi adds.
“We are in an ever more converged environment where the
traditional technology, media and telecoms sectors are now
becoming operationally difficult to distinguish, so there should
be awareness of the law across that whole sector.“
“Technology companies also need to check they are not falling
foul of the restrictions on certain categories of horizontal agreements, such as agreements on resale price, the division of markets
and creating barriers to new market entrants as a result of this.
Usually, innovation environments are collaborative, so compliance
in this area can be counter-intuitive and challenging. However, it is
worth developing collaboration rules which avoid sharing commercially focused information,” concludes Rizvi.
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In recent years the Telecommunications Regulatory Authority (RTA)’s responsibilities
have developed as technology, markets and the needs of the UAE have changed.
H.E. Talal Humaid Belhoul, Chairman of the Board of Directors of the
Telecommunications Regulatory Authority (TRA) talks about the steps they have taken
to make the UAE a world leader in the telecoms market and challenges they may have to
tackle in the future.

“

The UAE’s Telecommunications Regulatory Authority (TRA)
was established under Federal Decree No. 3/2003 (On regulating the telecommunications sector in the UAE, known
as the Telecoms Law) and since its establishment, it has
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exceeded expectations by achieving its projected goals in record time. The TRA focuses on two main areas, regulating the
telecommunications sector, and enabling government entities in
the field of smart transformation,” His Excellency explains.

“Article 13 of Federal Decree No. 3/2003 gives the TRA powers
to exercise its functions and to ensure Telecommunications
Services provided throughout the UAE are sufficient to satisfy the
public demands of those who wish to make use of such services;
enhance the level of service provided by the telecommunications
sector in order to promote the interests of subscribers; ensure
licensees meet quality standards of performance and adhere to
the terms and conditions of their licenses; encourage, promote,
and develop the telecommunications and information technology industries in the UAE; and promote and enhance the UAE’s
telecommunications system as indicated by the development
and the establishment of industry related training institutions
and through the availability of the latest apparatus, equipment,
and facilities provided by telecommunications technology,” states
His Excellency.
CHANGES IN YOUR WORK
“There have been changes since the TRA was set up including the
introduction of competition into the telecommunications market
which has meant the TRA has had to develop and implement a
comprehensive regulatory framework in order to ensure the development of fair competition,“ His Excellency adds.
“This competitive landscape has also led to the implementation
of various initiatives including bitstream access, infrastructure
sharing, and mobile number portability. In May 2013, His Highness
Sheikh Mohammed Bin Rashid Al Maktoum, Vice President, UAE
Prime Minister and Ruler of Dubai also launched the mGovernment Initiative and the Supreme Committee was formed later,“ His
Excellency continues.
“This referred to the implementation of a TRA initiative which is
funded by the ICT Fund. Since then the TRA has been responsible
for the country’s overall digital infrastructure in the form of the
Federal Electronic Network (FedNet) and its connection with local
networks in Abu Dhabi and Dubai, “ states His Excellency.
“This role also has an impact in other projects including the
management of the UAE official portal, the establishment and
development of the Government Service Bus (GSB), Smart Pass,
and the monitoring and measurement of mGovernment enablers. “
“The TRA’s role also now includes ensuring the implementation of
mGovernment initiative programs, and enhancing the use of ICT in

“The TRA focuses on
two main areas, regulating
the telecommunications
sector and enabling government
entities in the field of smart
transformation.”
H.E. Talal Humaid Belhoul,
Chairman of the Board of Directors
Telecommunications
Regulatory Authority

government entities; developing related policies and standards, and
following-up on government entities’ commitments to these standards; preparing an attractive electronic governmental environment
in the UAE; formulating and implementing a national mGovernment
plan; achieving the mGovernment Services Index objectives, (which
are one of the national agenda indicators included in the UAE Vision
2021) assisting government entities in the development of their
smart transformation programs; enhancing the e-presence of the
government in the UAE through the official portals and promoting
e-participation in coordination with relevant government entities,”
explains His Excellency.
IMPACT OF THE GROWTH IN MOBILE DATA?
“In addition, as a result of the massive growth in mobile data usage
the TRA has had to take action in this area. For example, in 2016 the
Authority introduced a requirement for licensees to implement
hard-caps on mobile data bundles, so consumers who exhaust their
mobile data bundles must opt-in to either purchase more mobile
data or be charged for data usage at out of bundle rates. This was
to protect consumers from high bills for out-of-bundle data usage.”
“The TRA has also issued directives, policies and plans to
ensure telecom business continuity and telecom sector resiliency
which has seen licensees investing in new technologies to avoid
business service interruptions, i.e. free-single-point-of-failure.”
“The demand and growth of electronic transactions has also
added to the TRA’s work (e-commerce and e-activity were added
to its remit in 2008). In addition, the rise of interest in cybersecurity has seen the TRA introduce ae.CERT which is responsible
for deterring cyber-threats, and saving government systems and
networks from all types of electronic crime,” His Excellency adds.
WHAT ARE YOUR MAIN REGULATORY ROLES?
“TRA issues directives, policies and plans to help ensure telecom
business continuity and crisis management. Licensees are
expected to use all available resources and efforts in complying
with these requirements including the National Emergency Plan
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for Telecom Sector,” His Excellency notes. “The TRA has also developed a fair regulatory environment for the ICT sector in the UAE
in order to enhance its competitiveness and effective sustainability while promoting new and advanced technology; safeguarding
consumers; and promoting the provision of telecommunications
services with a high quality of service. In general, the Authority’s regulatory roles include telecoms, the internet, e-commerce,
e-government or smart-government and cybersecurity.”
WHAT ARE THE TRA’s Most SIGNIFICANT ACHIEVEMENTS?
“The TRA has created and enforced a regulatory framework that
enables mobile number portability, bitstream access and access
to passive infrastructure. These remedies will enable customers
to choose between operators and help create a more competitive environment. The Authority will also research the effects of
these competition enablers when it evaluates the need for further
liberalisation of the sector or parts of it,” His Excellency notes.
“The TRA also monitors three key performance indices associated with the telecommunications sector - Networked Readiness
Index (NRI); ICT Development Index (IDI); and Global Competitiveness Index (GCI). Based on the most recent reports, the UAE is
ranked first among all Arab states in the 2016 Networked Readiness Index (NRI), second in the ICT Development Index (IDI), and
first in the Global Competitiveness Index (GCI). The Emirates
are also ranked eighth world-wide in the eService index which
is part of the eGovernment Survey issued by the UN,“ His Excellency adds. “Our other achievements include the transformation
to Smart Government, enabling more competition in Telecom
services and greater investment in high-tech infrastructure (e.g.
country wide Fiber optics are provided to each home as 4G+).
There has also been a huge rise in the number of .ae domains which
stood at 30,000 in 2007 and 210,000 in 2017. “
IS TECHNOLOGY CONVERGENCE AFFECTING YOUR WORK?
“Challenges will always be there. However, the TRA is working
diligently to mitigate all kinds of challenges in its endeavours to
protect the interests of all stakeholders and regulate a c ompetitive
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sector as new technologies emerge. The Authority has to align the
regulatory landscape in order to adjust the need for regulations
and where relevant adjust the framework accordingly.”
“The TRA has already been through many structural changes
including the establishment of aeDA, aeCERT, and the merger
with the General Information Authority (GIA) in 2010-2011,” His
Excellency continues.
WHAT WORK DO YOU DO TO SUPPORT CONSUMERS?
“In line with the TRA’s mission to protect the interests of consumers in the UAE and under a general framework involving the culture
of excellence and continuous improvement, the TRA made some
amendments to the Consumer Protection Regulation on 7 January
2017, after the Customer Happiness Section had received 13,546
complaints in 2016 on various topics including repeated complaints
which needed radical solutions if they were to be avoided going
forward,” His Excellency notes.
“These amendments have been aimed at enhancing and improving consumer satisfaction in general, and in particular reducing
numbers of complaints. They include informing consumers about
applicable fees, payments, discounts, their durations, and other
benefits bundled in the provided product or service and early
termination fees (if any); requiring licensees to keep a record
of the consumer’s consent to contract provisions to use as a
reference in the event of disputes on whether there has or has
not been consent, and providing evidence proving consent has
been obtained properly. (In the absence of this evidence, the TRA
presumes the licensee did not obtain the consumer’s consent.) In
addition, all correspondence and terms and conditions have to be
written in either Arabic or English, depending on the consumer’s
choice. We have also been creating greater awareness of the
consumer’s right to receive paper invoices,” His Excellency states.
“The TRA expects these amendments to have a positive impact
on promoting the role of the telecommunications sector and its
continued provision of value-added services to consumers.”
“When it comes to tackling overseas threats to UAE consumers,
the TRA has also developed partnerships and contacts within the

industries and tools which can help manage and resolve a wide
range of cross borders risks and threats to consumers, including
malware, rogue networks, cybercrimes and abuses.”
“The TRA is also currently working closely with the licensees to
implement the next phase of the bitstream access service which
will allow consumers to subscribe to either Etisalat or du for IPTV
services, regardless of their geographic location. As IPTV services
are typically bundled with fixed line and broadband services, this will
have significant implications for competition within those markets.
The TRA is also working on other projects (including those on IoT
services, data centre and cloud services) to assist consumers by
securing a competitive but also commercially viable market for all. “
WHAT POWERS DOES THE TRA HAVE?
“Article 14 of Federal Decree No. 3/2003 gives the TRA the authority to issue regulations, instructions, decisions and rules related
to all aspects of the sector under the TRA’s remit.”
“Telecommunications service providers’ licenses specify their
various responsibilities and, a condition of having a license involves
complying with all aspects of the regulatory framework. In order
to facilitate compliance, the TRA has recently introduced an audit
function which checks if licensees comply with various elements
of the regulatory framework.”
“For example, where contraventions are found the TRA has the
power to issue instructions to licensees to immediately cease and
address those issues. In addition, as a last resort, the TRA has the
power to issue Violation Decisions and fine licensees when they
breach the regulations,” adds His Excellency.
“The TRA currently has the power to issue fines of not less than
50,000 AED and not more than 200,000 AED.”
“However, this penalty may be doubled in cases of repeated
non-compliance, non-compliance by an ordered date, or if the TRA
determines the licensee’s failure to comply is of a material nature. “
EXPECTED CHANGES in THE NEXT FIVE YEARS?
“The UAE will be one of the first countries in the world to have
the 5G service, as the two licensees Etisalat and du have both

TRA RANKING IN THE
MoHAMMED BIN RASHID
GOVERNMENT EXCELLENCE AWARD

demonstrated very encouraging results from early tests in
this area. (In a demonstration at GITEX 2017, Etisalat achieved
download speeds of over 70Gbps.) The UAE is currently blessed
with world leading 4G networks. However, 5G technologies will
achieve even faster data communications for mobile devices.
This technology will enable the development of applications
like driverless cars which require near instantaneous data
communications.”
“5G can be introduced to the UAE under the existing regulatory
framework.”
“There will also need to be better consumer protection; a more
customer centric approach, (with more emphasis given to happier
experience leveraging digital capabilities); more privacy; a securer
environment and better support and an ecosystem for startups
and entrepreneurs,” His Excellency contiues.
WHAT IS YOUR ADVICE TO TECHNOLOGY COMPANIES INTERESTED IN SETTING UP IN THE UAE?
“Any solution which is provided or offered should take into
consideration business continuity and resiliency. It is important that business is not interrupted by technology failures,”
His Excellency states.
IS THE TRA INVOLVED IN ANY OPEN DATA INITIATIVES?
“The TRA has developed the Government Open Data Policy and
put this policy to the higher leadership in the form of draft national
legislation.”
The Authority is also working closely with the FCSA in managing
the Open Data portal which accommodates government data sets
in an open format for the benefit of developers and investors.”
WILL OTHER NEW TECHNOLOGIES NEED REGULATIONS?
“The TRA is also actively engaged in developing regulatory
instruments on the Internet of Things and is working with
industry on a number of other developments, including Next
Generation Networks and IP Interconnection,” His Excellency
concludes.
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Autonomous
Vehicles
Paul Rafferty, Sebastien Champagne and Farsheed AbdulRahman of Jones Day look who might be poised to win
the autonomous vehicle race by being quick off the mark
with their regulatory framework.

Global
An exciting new industry is emerging globally
and autonomous vehicles (AVs) of all kinds will
soon move through intersections and crosswalks without a driver. The rapid creation of
digital hardware and associated software will
propel these AVs along, while simultaneously
increasing safety and roadway efficiency. This
will herald a fundamental change in how society
functions, in a way similar to the creation of the
original automobile, airplane, and cellphone.
The question is will the physical and legal infrastructure be in place by the time AVs arrive?

USA
In the US, a showdown between states and the Federal government is brewing. In 2016, the National Highway Traffic Safety
Administration (NHTSA) released its Federal Automated
Vehicles Policy, a 15-point guidance on design, development,
and testing of autonomous vehicles, but no Federal regulations
exist yet on testing or deployment. Individual states have
passed regulations to govern testing and deployment. By June
2017 over 30 states had already passed some regulations, with
California the first to allow testing of AVs on its roads. The
individual states’ different approaches has worried the industry,
and so the ‘Safely Ensuring Lives Future Deployment and
Research In Vehicle Evolution Act’ (SELF DRIVE Act) was passed
in Washington DC to expressly pre-empt state laws on AV
design, construction, and performance, while preserving state
law on liability. The bill also establishes new timelines for the
Federal government to create further rules and standards.
However, various consumer and state coalitions have now
formed to complain about the government’s intention to
pre-empt state legislation. Many argue the Federal government
should adopt, not ignore, the legislative progress in the different
states. Others complain that the industry has far too much
control over the process. Nonetheless, Federal pre-emption of
state legislation governing AVs seems a future certainty and
will likely guide the industry’s advancement in the US.
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UAE
The UAE is actively driving the AV movement and is encouraging
companies from across the globe to test and deploy their new technologies in the Emirates. The Dubai Metro, one of the world’s longest
driverless metro systems, has already been established and the UAE
is actively collaborating on numerous additional projects, including
a project with Mercedes which recently successfully completed the
region’s first trial of a self-driving passenger car from Dubai to Abu
Dhabi. To face the challenges associated with ensuring safe roads
and a considered legal environment for AVs, the Emirates Authority for Standardization and Metrology (ESMA) (a body tasked with
standardising and formulating international standard legislation) is
currently developing rules and regulations for self-driving vehicles,
including technical standards and licensing conditions. New rules
could be issued as soon as 2018 and AVs could be on the roads as early
as 2019. For now, authorities continue to prepare the ground rules
to regulate AV ownership and operation. The UAE’s governmental
platform avoids many of the obstacles faced in the EU and US on
AVs that can cross state or national boundaries which will encourage
more prompt development of AV technology here.
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EUROPEAN UNION
The European Commission has also made autonomous driving one of its most important objectives in
the long-term digital transformation of the European economy. The Commission is financially supporting technology research and development and large-scale cross border trials of AVs. The EU already
has a common legal framework in place specifically for approval for motor vehicles, but the current
rules must be adapted to accommodate the technological changes and challenges created by AVs in
particular. The Commission has launched the GEAR 2030 group, which gathers relevant stakeholders
in the automotive, telecom, IT, and insurance industries, to develop recommendations which ensure
relevant policy, legal frameworks, and public support are in place for the deployment of AVs by 2030.
In its first phase, GEAR 2030 delivered a set of recommendations, which still require a driver, but in its
second phase, it will examine the appropriateness of the current framework for driverless vehicles. In
July 2015, the UK published a code of practice for AV testing. In August 2016, France issued a decree
that allows testing of both semi and fully autonomous vehicles on French roads. So far Germany, has
been the only EU country to enact a law dedicated to autonomous driving and the related issues. A
major challenge will be amending the current EU legislative framework. Particular focus will be needed
on the issue of liability and the differences in liability amongst member states, which may impair the
deployment of highly autonomous and connected vehicles (which can cross state lines).
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AUSTRALIA
Whereas the US and EU face numerous diverse stakeholders,
the ocean-surrounded Australia can blaze a single path. In
November 2016, the Australian transport ministers agreed
to a phased reform that will allow semi-automated vehicles
to operate safely and legally on its roads before 2020, and
highly and fully automated vehicles from 2020 onwards.
The National Transport Commission (NTC) has made steady
progress to date, releasing national guidelines in May 2017,
governing conditions for AV trials which specify location,
use of safety management plans, and sharing trial data and
information. In June 2017, the NTC issued a discussion paper
examining regulatory options for AVs, including the validation
of AV safety, regulatory arrangements between the Australian Commonwealth and its individual states and territories,
and road access for AVs. By the end of 2018, NTC aims to
develop new driving laws to support AVs, review injury insurance schemes to support all levels of automation, and evaluate
options that manage government access to AV data, while
providing sufficient privacy protections for AV users.
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Key to Smart Cities

Convergence of complex construction projects and cutting edge technology found in
‘Smart City’ projects in the Middle East is giving lawyers plenty to think about as, Neil
Westwood and Katy Hacking of Simmons & Simmons explain.

C

onnected devices deployed in a centrally planned manner across a city have long been a feature in science fiction. The age of the Internet of Things (IoT) is undoubtedly
upon us, and the Smart City vision from science fiction is
steadily becoming a reality. In the Gulf states, the noise around the
proposition is inescapable but the legal pitfalls are getting less
airtime than the big data excitement fed by the Smart City stakeholder community.
Regional examples of Smart City initiatives show that Smart
City initiatives vary in scale, focus, regulation, practical challenges,
policy objectives and commercial drivers. These variables can have a
fundamental impact on the risk profiles of such projects for various
businesses involved too. Accordingly, just as no two Smart Cities are
the same, the approach to managing their risks should also be casespecific. In the Middle East, the ‘Smart Dubai’ initiative is one of the
most noteworthy projects, as it involves the structured collaboration of 10 public authorities with the vision of transforming Dubai
into the smartest and happiest city on Earth. Whereas, other initiatives can be described as ‘greenfield’, or specifically designed and
constructed to be smart from the ground up. An example of a greenfield Smart City project is the on-going Silicon Park Smart District
being developed by the Dubai Silicon Oasis Authority (DSOA) which
has a claim to be the first fully integrated Smart City infrastructure
development in the region. Other regional projects have focused
on specific areas of the IoT ecosystem, for example, Bahrain has
recently introduced machine-to-machine (M2M) technology to
facilitate a nationwide rollout of smart electricity meters. For a
city to go fully ‘smart’, automation of the domestic environment is as
important as connecting public infrastructure and public services to
an IoT / smart landscape. Efforts are underway in many areas in the
Middle East where both home automation and smart city initiatives
are on-going but there is some uncertainty about just how joined up
these projects are. Smart City developments are closely weaved by
Gulf states into network upgrades by licensed telecoms operators
and the transition to 5G technology. IoT and 5G networks have a
symbiotic relationship with them, for example, IoT applications
enable operators to extract value from their capital expenditure into
5G networks, as 5G networks are essential to enabling operators
to process vast volumes and varieties of data for deep real time
insights. To achieve such ‘ubiquitous computing’, in addition to the
5G network infrastructure upgrades, we are likely to see operators
buying wholesale capacity offered through satellite backhaul into
the region.
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LEGAL ISSUES
Smart City developments throw up many and varied legal issues.
Below are some important legal issues which are relevant to stakeholders in Middle East Smart City projects.
• Flexibility in procurement and funding structures: Government procurement processes should be flexible enough
to accommodate the views and requirements of multiple
departments. This appears to have been front of mind for
the stakeholders behind the Smart Dubai initiative, which will
also benefit from well-funded authorities and governmentlinked developers who have bought into and committed to
the vision. In Dubai and the wider middle east, the streamlined public sector means that major ‘public-private partnerships’ are easier to achieve and more streamlined than other
jurisdictions. Notwithstanding this, if traditional contracting
structures are used, all the sub-contractors must have a clear
view on their cash flow and project-related charging models
to sustain delayed payments.
• Commercial models: At the outset it should be clear to all
stakeholders which particular commercial model will underpin
the Smart City project. Sometimes, such projects are predicated on a savings-based business case. For example, Masdar
City in Abu Dhabi where money would be saved through energy
efficiency. Other projects are based on a service-fee model
where CapEx is to be recouped through a particular fee, for
example, with smart car parking management initiatives. Variations in the commercial models, if not understood, can lead
to fundamental differences between parties in a Smart City
project which often needs to evolve commercially as well as
technically.
• Supplier dependencies: Smart City commissioners are likely
to identify clear practical benefits with engaging with a single
‘prime’ contractor to co-ordinate the project. Consideration
needs to be given to whether the contractor is willing to adopt
open standards and APIs to enable interoperability with the
systems of other suppliers and whether such a model will lead
to prime contractor ‘lock-in’ through an over-dependency. In
addition to the level of core dependency, the contractor’s ability
to scale and evolve will also be important to ensure it can grow
with the relevant Smart City project.
• Certification and standards: Commentary on smart cities tends
to focus on the ‘Internet’ aspect of IoT (i.e. the network and
connectivity) rather than the ‘Things’ (i.e. the smart devices).

Ensuring the relevant devices meet required standards is also
crucial to the success of smart initiatives. Telecommunications regulators in the region have ‘type approval regimes’ for
equipment which is intended to be connected to public fixed or
wireless networks. Other standards authorities are also likely to
have a growing role, particularly where there may be consumer
protection concerns. For example, the Emirates Authority for
Standardization and Metrology (ESMA) is developing its own
certification and testing regime which is likely to apply to a range
of smart devices.
• Data Ownership and Sharing: By their nature, Smart Cities will
generate huge amounts and varieties of data at high speeds.
Such ‘big data’ is likely to have commercial and strategic value
to both commissioners and suppliers and it is important to
have a clear vision of the custody and utility of the data at the
outset of the project. To achieve scale in a Smart City and tap
into the insights of new datasets as the project evolves ‘open
data’ programmes are important. The Dubai Data Initiative
under Dubai Law No. 26/2015, which mandates the sharing of
data between government agencies and service providers, is a
good example of legislation to support this but more will need
to be done through legislation to help with responsible data
sharing in order to ensure the potential of big data analytics can
be harnessed. International IoT technology providers require
comfort in this area: connected device product launches have
been delayed and in some cases, aborted given the uncertainty
around control of such data vis-à-vis government authorities.
Parties committed to playing a role in a Smart City initiative will
need to consider such data requirements carefully and understand the related trends in this area.
• Protection: Many Smart City initiatives have the capacity to
enable the collection of vast swathes of personally identifiable information and use it to monitor individuals. For example,
DSOA’s Silicon Park, contemplates systems enabling the movements of young and elderly residents to be tracked. Most Smart
City commissioners in the region feel that there are few legal
obstacles to this approach today, given the generally piecemeal nature of laws governing personal data protection. This
is changing. Qatar has a standalone data protection law which is
in the process of being implemented and Federal data protection
laws have been mooted in the UAE and Oman. In Qatar some of
the data protection issues which Smart City commissioners
need to consider include (i) requirements to obtain consents
for the mass capture and processing of users’ data; (ii) legal
requirements to adopt a ‘privacy by design’ approach to relevant
components, products and services; and (iii) requirements to
provide technological means enabling individuals to exercise
their statutory rights to access, correct or delete their data.
• Localisation: Connecting an area’s infrastructure to the Internet
almost inevitably entails the hosting of significant amounts
of data in the cloud. There is a trend towards increasing data
localisation in the region. Saudi Arabia recently conducted a
consultation on a cloud computing regulatory framework which
would require many datasets to be hosted within the country,
while the Qatar data protection law authorises government
bodies to restrict oversees transfers of data in the interests
of national security and other contexts. This data ‘protectionism’ cuts across moves towards open data and could limit the
range of potential suppliers, thereby restricting innovation.

• Security: Without robust security for personal and sensitive
data sets, Smart Cities will struggle to engender user trust and
engagement. Smart Cities need to follow the objective of the
leading smartphone and device manufacturers in making people
feel like they cannot live without their devices and no longer
miss previous ‘dumb’ versions. Security products and systems
are critical components of Smart City solutions. The reliance on
WiFi and other forms of wireless communication gives rise to
increased cyber security vulnerability. IoT platform providers
should always satisfy their partners on ‘networking security
by design’ and efforts made by them to ensure an absence of
single points of failure.
• Liability and Disputes: Like any significant multi-party ICT
procurement project, clear allocation of roles, responsibilities,
inter-party dependencies and liabilities across the smart ecosystem are important, both during the build and live phases.
Diagnostics functions through a single Network Operations
Centre (NOC) would help, at least in theory in resolving
problems quickly when identification of the source of failure
is complex and time consuming. Smart City projects have
compounded complexity compared to conventional construction projects, although the underlying principles on the need to
show causation apply. As multiple suppliers and stakeholders
can be involved in Smart City projects, there is higher risk of
multi-party disputes. Unlike in the UK where adjudication is a
compulsory mechanism that applies in construction contracts
as an accelerated dispute resolution method, this is generally
not recognised in the Middle East. Instead parties wishing to
resolve a dispute with a construction law element will generally
have to either begin with arbitration or local court proceedings
(depending on what the contract provides), which is not ideal
where multiple parties are involved, particularly where the
project is still ongoing although various arbitration institutional rules permit arbitrations where there are multiple parties
and/or contracts. Arbitration can also have the advantage that,
so long as provided for in the contract context, the parties may
nominate an arbitral tribunal with specific expertise in resolving disputes in a Smart City.
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Smart Contracts:
In Practical Terms
With Dubai being positioned as a centre of blockchain developments, Andrew Fawcett of
Al Tamimi and Company looks at the potential legal challenges of ‘smart’ contracts.

S

mart contracts are generating enthusiasm for the use of
blockchain technology. However, to understand smart contracts you first need to understand blockchain.
A ‘blockchain’ is a distributed ledger of records, arranged
in data batches called ‘blocks’, which use cryptographic validation
to link themselves together in an unbroken ‘chain’. An encryption
process, called ‘hashing’ is then carried out by multiple computers
and if all these computers agree on the answer, each block receives a
unique digital signature. The blockchain’s integrity results from the
fact that all the participating computers separately authenticate
every transaction and then cross refer so there is no need to rely
on a central ‘trusted’ party to ensure verification.
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Smart contracts represent a progression of blockchains from
financial applications (e.g. bitcoin) to a multi-purpose mechanism
to effect business activities involving almost any goods, services
or rights. Smart contracts are computer protocols, not contracts
in the strict legal sense, which execute commercial transactions
in a way which eliminates the need for intermediaries and their
associated costs.
Potential Use
Smart contracts can be stored on a blockchain, interact
with external data feeds and then self-execute payments,
product shipments or other actions based on conditional logic

(programed as traditional ‘if-then’ statements, e.g. if A occurs,
B happens) and have agreed verifiable proof of either performance or other triggers. There are differences between smart
contracts and making purchases on Souq.com or setting up
automatic payments for utility bills. Generally when you sign
up online for a website you are directed to terms and conditions and ‘click’ to accept. Those terms and conditions are a
human readable contract and would be the same as a hard copy,
just in electronic form (and laws like Federal Law No.1/ 2006
On Electronic Commerce and Transactions give that contract
effect even though it is in electronic form). On the other hand,
with a smart contract there is nothing (in theory at least) but a
digital agreement. Everything from forming of the agreement
right the way up to its completion happens digitally. Potential
uses of smart contracts extend beyond movement of digital
currency. They can potentially be used to create peer-to peer
versions of any business model which involves intermediaries who handle processing and payments for a fee (e.g. banks,
security exchanges, Uber or Airbnb).
CHALLENGES
As smart contracts are automatically enforced, their proponents
state this removes the need for contract law as there is no longer
uncertainty in a smart contract transaction. However, from a legal
perspective, smart contracts may not be that simple. The law of
contract has various requirements for a contract to be valid and
enforceable, e.g. in the UAE gambling contracts and contracts to
kill someone are illegal and no Court will enforce such contracts.
However, a smart contract does not need to be upheld by anyone.
It is a set of instructions which are written in computer code which
self-executes. They will do exactly what the contract dictates,
however ludicrous.
There are also situations where computers cannot effectively
execute contracts. For example, written contracts frequently
use wording that a party will use ‘reasonable endeavors’, so there
is a question of what that means and how it would be written in
computer code. Currently, if a contract’s meaning is disputed, a
Court will consider what the agreement would mean to an objective and reasonable human observer. However, there is no such
thing as a reasonable computer.
In addition, when parties agree a traditional contract, if
circumstance change, it is possible to vary that contract. A smart
contract will not allow variations unless, at the beginning, parties
build code that allows for modifications, into it .
EXISTING LAW
At the same time there are already laws in the UAE that support
smart contracts, e.g. Article 12 of Federal Law No.1/2006 on Electronic Commerce and Transactions appears to have anticipated
‘smart contracts’ as it states valid and enforceable contracts can
be formed by computer programs (which are defined as ‘automated electronic agents’) which include two or more electronic
information systems preset and pre-programed to carry out a
transaction, even if no individual is directly involved.
SEcURITY
Smart contracts also aim to provide superior security to that
found in traditional contract law. However there can be security
issues too, e.g. a blockchain based smart contract is visible to all

users of the relevant blockchain which means any security holes
are also visible to all.
In June 2016, USD 50 million was siphoned from Ethereum’s first
decentralised autonomous organisation (DAO). The affected DAO
was a digital, autonomously run investment-fund which, like traditional mutual funds, allowed investors or ‘members’ to purchase
shares and enjoy returns based on its performance. This DAO had
raised more than US$150 million in the cryptocurrency ‘ether’, in
just 28 days, reflecting a widespread optimism about blockchain
technology.
At the time of the hack, the DAO held 15% of all ether which
led to a rapid devaluation of this cryptocurrency. The attack was
said to have happened because of the hacker’s manipulation of
a ‘recursive call bug’ in the Smart Contract code within the DAO.
Dubai Blockchain Strategy
The collapse of Ethereum’s DAO has not spelt the end of smart
contracts. In fact, they still appear to be poised for widespread
adoption and growth, and many commentators believe they could
be the most transformative current blockchain application. Legal
systems which are first to rise to the challenges raised by smart
contracts will have the chance of attracting initiatives creating
new economic models and will be able to reap the benefit of a
growing wave of innovation.
The Dubai Blockchain Strategy, launched by His Highness
Sheikh Hamdan Bin Mohammad Bin Rashid Al Maktoum in 2016,
has established a roadmap for the introduction of blockchain
technology in the Dubai public and private sectors and has positioned Dubai as a leading centre for blockchain development and
innovation.
SMART AND TRADITIONAL CONTRACT CONTINUUM
It is still not fully clear which agreements will be best maintained
by smart contracts on the blockchain. At present, it seems there
will still be a continuum between smart and traditional contracts.
A very simple contract can be fully automated (so the contract
is entirely in smart contract code which is stored, verified and
executed on a block chain).
However more complex ‘smart’ contracts may require a combination of both self-executing terms and contractual terms which
are outside the software code.
This is because the contract’s subject cannot easily be distilled
into a logic statement; and human judgment may still be needed
to determine how aspects of the contract are performed. What
is clear, is that lawyers and lawmakers need to take care when it
comes to smart contracts, and their potential to revolutionise
agreement making and execution.
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Why UAE Organisations
With the EU’s General
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On 25 May 2018 the most signficant change to EU Privacy Law comes into force. It will
Ramez Dandan Chief Technology Officer at Microsoft Gulf explains why this is so
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 ifferent concepts including:
d
• the right to rectify data;
• t he power to decide whether customers desire records to be
kept or not; and
• the power to decide what is done with the said data.

GDPR AIM
The aim of the GDPR is to give individuals greater control over
what companies do with their data. It combines a number of

THE REQUIREMENTS
There are around 160 requirements in the GDPR. These range
from how entities collect, store and use personal information,
to mandating a 72-hour notification for personal data breaches.
Data must also be collected for a specific purpose, and with
the consent of the individual it relates to. In addition, it can only
be used for that specific purpose.

he new General Data Protection Regulation (GDPR) is the
most significant change to European Union (EU) Privacy
Law in two decades. GDPR enforcement begins on 25 May
2018 and will require organisations to respect and protect
personal data no matter where it is sent, processed or stored. The
implications of this legislation are significant and will have an impact not only on organisations which fall under the jurisdiction of
the EU, but also on any organisation which holds data relating to
an EU resident, wherever that organisation is located.
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Need To Be Compliant
Data Protection Regulations
lead to changes in how personal data is sent, processed and stored.
important to organisations operating in all sectors.

So, for example if data is collected as part of a company administration process in order to provide a particular service, that data can
then only be used for that purpose. It cannot be recycled, for example,
used by marketing or sales, unless the individual has consented to this.
UAE IMPACT
So, why does this matter to organisations all these miles away in
the UAE? Well firstly, the EU is one of the UAE’s largest trading
partners and as a result there is a great deal of exposure to the
EU market in a lot of enterprises across the Gulf region. These
impacts are found in a whole range of sectors, including the real
estate market in Dubai, where many of the investors are EU residents. However, it’s not just about dealing with potential external

client markets when trying to win business, UAE organisations will
need to consider in the GDPR context.
Up until now, the rules around providing goods and services to
an EU resident have been a grey area, which to date has not been
clarified by the EU Commission. As a result, it is not currently clear
whether the regulations only apply to goods and services which
are specifically targeted at an EU resident, or whether the mere
fact that an EU resident has access to your goods and services
is enough for there also to be a GDPR compliance requirement.
BUSINESS ADVANTAGE
As the UAE and businesses located here tend to present themselves as a trading hub with Europe, the best advice for organiwww.emirateslaw.ae | Volume 08 | Technology | 27
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sations located in the Emirates is to ensure you are GDPR
compliant.
There is a significant positive impact for businesses in terms of
clients and partnerships from doing this. In order to ensure full GDPR
compliance and so as to protect themselves, other organisations
are likely to seek out GDPR compliant partners, or partners who are
based in ‘good’ jurisdictions which have strong privacy laws. As a
result, those organisations which tick neither of those two boxes, are
likely to be faced with a competitive disadvantage which will need to
be addressed. This could be quite significant for the UAE, when you
consider that EU and UAE trade was worth over 24 billion AED in 2016
alone, according to a report by the European Commission.
BUSINESS ADVANTAGE
The first stage in trying to achieve GDPR compliance is that a full
assessment of data is needed. The impact needs to be understood, it is not sufficient to say your organisation was not aware
of this data.
The second step is to make sure strong policies are in place to
manage that data. This includes having a data protection officer.
There also has to be control and management of:
• who has access to the data;
• who is able to handle it;
• who is able to transport it; and
• the usage of the data.
Last but not least, it is necessary to have procedures in place
for auditing the data and duly reporting to the authorities, where
necessary.
In order to achieve compliance by the 25 May 2018 deadline,
organisations will need to understand the implications of their
current exposure and take legal advice. Once that exposure is
understood, an assessment of the data is needed, which is then
followed by writing up the necessary new policies and embedding
these into systems. It will also be important to ensure that all of
your assets have be assessed.
POTENTIAL HELP
No one is under any allusions, complying with these 160 requirements in such a short time is not going to be easy. However, Microsoft is taking steps to help organisations with their compliance
requirements. One of these is Microsoft‘s committment to be
GDPR compliant across their cloud services when enforcement
begins on 25 May 2018.
Privacy is at the core of the new GDPR and it has long been a
high priority for Microsoft.
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“This could be quite
significant when you
consider that EU and UAE
trade was worth over 24
billion AED in 2016 alone,
according to a report by the
European Commission.”

Our staff are highly trained in this area, and the importance of
privacy is widely understood throughout the organisation.
As a data processing company and a host of customer systems,
Microsoft is lucky to have a unique insight into the potential challenges of controlling GDPR compliance.
As a data processing company Microsof holds its own customer
data, such as credit card data. However, as a major cloud vendor,
we also host a lot of customer systems, which means we process
data on behalf of our customers, who include both businesses
and governments.
Steps have been taken by Microsoft in the course of the development of its products to see what can be done to make it easier
for users to achieve GDPR compliance.
For example, in the case of email, Microsoft’s Office 365
product has in-built mechanisms which help support organisations in meeting GDPR compliance. If for example, a organisation
has drawn up a policy that they will not communicate passport
numbers via email, as part of its GDPR compliance work, this rule
can be put into Office 365.
Then whenever anyone in the organisation types ‘passport’,
both they and the administrator receive a warning and the email
account gets locked. Office 365’s cloud-based email system helps
users obtain GDPR compliance more quickly and cheaply because
the cloud is more efficient.
COMPLIANCE AS AN OPPORTUNITY
Fundamentally, compliance with GDPR should not be considered to
be a hindrance to business success, but instead as an opportunity.
GDPR ultimately provides an opportunity for organisations in
the UAE to modernise their IT systems and really take advantage
of a wealth of assets.
This in turn can help produce a fresh approach within the organisation and help with differentiation.
It is also worth remembering that there are solutions which can
help organisations achieve compliance with these new regulations
more easily, and these can also serve as a trigger to improve the
organisations security.
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Things that Add Up
to a Smarter City
The Internet of Things (IoT) is playing a key role in Dubai’s plan of becoming the
‘Smartest’ City in the world, as Jayshree Gupta and Jonathan Shaw of
Baker McKenzie Habib Al Mulla explain.
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t is said that the next Industrial Revolution is around the corner
in the form of the Internet of Things (IoT). This concept envisages a technological future which is dominated by connected
devices as billions (maybe even trillions) of everyday items
become connected to the internet, and are able to collect large
amounts of data which are then stored in cloud platforms and
communicated to other devices or parties.
IoT projects have the potential to impact every corner of society
and also to range from consumer-focused initiatives, such as smart
home devices, for example connected toasters, fridges or washing
machines; wearable tech; and more complex citizen-centric projects
such as smart cities, buildings, transport and energy systems.
The International Data Center (IDC) estimates there will be
a worldwide IoT market of $1.7 trillion by 2020 and that this
will include a Middle East and African spend of more than $6.6
billion by the end of 2017 in this type of technology.
In short this means there will be an intriguing new era of
business and consumer demand ahead, which will have technological innovation at its core.

UAE’s ‘Smart City’ Initiative
Within the GCC, Dubai has been leading the way on the IoT front
since it announced its ‘Smart Dubai’ (Happiest City) initiative in
March 2014 and its aim to make Dubai the smartest city in the
world by 2017.
This project has involved using smart sensors and devices
across three key areas:
1. Smart Life (including the governing of areas such as health,
education, transport, communications, public utilities and
energy services );
2. Smart Economy (with developments including the creation of
smart companies, port services, smart stock exchanges and
smart jobs); and
3. Smart Tourism (which has involved the provision of a smart and
convenient environment for tourists, in areas including visa
issuing, flights, smart gates and smart hotel services).
With this in mind, Dubai has integrated smart gate functionality
into the national ID card system (which allows residents to swipe
through national airport gates in an instant). It is also intended
that in the future these ID cards will be used to grant residents
access to a large number of additional services.
The Smart City initiative has become a focal point of a national
strategy, which is centered on technological developments and
the introduction of a plethora of new e-services.
As part of this project IoT solutions have provided the Dubai
Municipality with several new options for increasing efficiency,
saving money, improving productivity, and ultimately being able
to better serve the local population.

‘sensor-friendly
network’
which is being used to
establish the smart city
eco-system.
This new cost-effective
system is considered
to be the first true IoT
network in the Middle
East and is expected
to revolutionise Dubai
as a modern city with
appropriate usage
of resources, by
relaying data from
sensors around the
city.
This new network
will be a key component of the Smart City
and will enable smarter
management of a vast array
of resources including smart
street lighting, waste management, road maintenance and
parking.
TRANSPORTATION
In addition, Dubai now has an integrated transportation system, with intelligent smart cards which can be used
across multiple modes of transport.
SMART AND GREEN
The Dubai Electricit y and Water
Authority (DEWA) has also begun
a five year project to implement
250,000 smar t meters across the
Emirate. In addition, Dubai has taken a
major step towards becoming a greener
city with the introduction of the Dubai
Green Building Code, which imposes
sustainable development standards
on all new-builds.

EGOVERNMENT
The UAE is also considered a regional eGovernment leader and for
good reason. For example, Dubai recently announced its Mobile
Government initiative, which aims to transform the ruling body
into a truly ‘smart government’ which actively facilitates a range
of smart services.

FINANCIAL SERVICES
The financial industry is also at the
heart of national IoT strategy and is
considered an innovation priority. Up
until to now there has been little investment in FinTech but this is expected to
change in the coming years. With recent mass digital and smartphone penetration taking hold in the UAE, digital payment
systems are also gaining traction and this has prompted the
Central Bank to issue the UAE’s first legislation regulating
e-payments in January 2017.

SMART CITY ECO-SYSTEM
In 2015, du (one of the two government-owned telecoms
providers in the UAE) also successfully tested a new breed of

EDUCATION AND LEARNING
Meanwhile, in the education sector schools are already using digital
chalkboards, tablets and cloud services in a push to digitally trans-
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form the way
students
are
presented with
information.
It is also
expected
that
IoT integration
will soon grant
teachers access to
live real-world data
to enable a more
interactive student
experience .
HEALTH SECTOR
The UAE health care
sector is also currently expanding and is
expected to reach almost
$20 billion in aggregate
value by 2020.
What is interesting is that
IoT and cloud technology are
expected to play a big part in this
expansion, most notably in terms
of tracking patient information,
organising data, facilitating smartcard systems and connecting medical
devices, such as heart-rate monitors.
DATA DEMOCRATISATION
IoT solutions which invariably collect,
store and share large volumes of data
and information can lead to what is
known as the ‘democratisation’ of
data. In this sense, the influx of IoT has
the potential to greatly benefit Dubai
citizens and consumers, by allowing
them to have access to a wider range
of information, which will help them
make more informed decisions,
participate more regularly in providing feedback to government agencies,
and more generally help further their
engagement in citizen services.
PRODUCTIVITY
A central purpose behind IoT involves
enabling productivity, so these new initiatives are also likely to streamline certain
processes and help build a more productive society in the UAE.
One example of how this might work, might include if Dubaibased citizens were able to receive real-time alerts on their phones
from sensors which reported any traffic delay, they could be able
to re-arrange their route or their plans accordingly, which would
increase productivity.
Potential examples like this show how the increased flow of
real-time data between different groups and individuals can lead
to a more efficient society.

COMMERCIAL STRATEGY
The IoT is also likely to push innovation to the forefront of
commercial strategy.
The potential for a massive network of connected devices
which allow corporations to understand, target and better serve
their customers means the market will require increasingly intelligent industry solutions.
OTHER REQUIREMENTS AND OPTIONS
However, the vast array of data on offer may also require
enhanced intelligence and machine learning, and improved
cyber-security solutions which are able to deal with the risk of
an increasingly connected network of ‘things’.
However, IoT could also provide huge potential for new
revenue streams and new customers of UAE businesses.
NEXT STEPS
The UAE Government has an opportunity to play the role
of facilitator of policy and regulation in this area, by
encouraging the right type of environment for innovation to flourish.
An increased focus on cloud computing and IoT will likely
enable the Government to streamline data collection and
analytics, which (if distributed and used in the right way) could
help national industries in the UAE compete on a global level.
However, for now, we will have to wait and see if IoT and the
Smart City initiative can truly clear the way for the citizens
of Dubai to become the ‘happiest’ people on earth.
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SIM Specific Regulation
The development of the Internet of Things may be increasing the use of machine-tomachine SIM cards but this is also creating new regulatory issues for those importing
these devices into the UAE, as Amna Qureshi of Al Tamimi & Company explains.
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L

ike many technologies, the way in which SIM cards have
been used has changed drastically since they were first
created in the early 90s. In the past, they were simply
small cards which went into mobile phones issued by a
particular telecommunications service provider.
However, these days, with the total technology transformation
known as the Internet of Things (IoT), SIM cards are at the forefront of unlocking a whole host of new technological experiences.
Earlier this year, Gulf News reported organisations in the MEA
will invest over $7.8 billion in IoT-related hardware, software,
services, and connectivity in 2017.
This is 19.6% growth compared to the prior year, outstripping
all other major technology markets. But why are SIM cards so
important to this?
Machine to machine (M2M) SIM cards are cards fitted into
devices which allow data to be transmitted and communicated
between machines. These SIM cards are embedded into devices
and used as a method of sending and receiving data , rather than
the traditional use of SIM cards which was for making voice calls
and sending text messages.
The types of devices using these cards range from fridges to
automobiles. Their use is likely to have a major impact on the automotive, green building, health, energy, surveillance and security,
retail and logistics sectors, globally.
TRA REGULATIONS
The UAE Telecommunications Regulatory Authority (TRA)
launched the ‘My Number, My Identity’ scheme in 2012. These
rules requires those purchasing a SIM card in the UAE to
provide identification (i.e. a valid Emirates ID or passport) and
register as that SIM card owner/ user with the licensed telecommunications service provider. If this registration is not
maintained, mobile services are disconnected. There is no
explicit carve-out for M2M SIMs.
So, what happens if an M2M SIM card is already embedded in
a device when it is purchased? Or if a SIM was embedded in the
device in a different country and then brought to the UAE, before
the individual here even purchased the device? These are just some
of the complexities that companies who want to import devices or
products installed with M2M SIM cards into the UAE face.
In the UAE, certain services and activities can only be
provided by the licensed telecommunications service providers (i.e. Etisalat and du). Federal Decree No.3/2003 Regarding
Organisation of the Telecommunications Sector, restricts the
performance of these ‘Regulated Activities’ to those licensed
under Federal Decree No.3/2003.
These actitivies include the supply of SIM cards. There is no
distinction between M2M SIM cards and standard ones.
In fact, Resolution No. 44/2009 defines these activities in
Article 1 of Federal Decree No. 3/2003 as including: ‘the sale of
the Telecommunication Services in the United Arab Emirates
(including sale of SIM or Recharge Cards) whether such services
are to be provided in the UAE or in another place, unless such
services were rendered by the licensed persons or their agents
with the explicit or implicit consent of the licensed persons’.
Businesses wishing to import devices with embedded SIMs
into the UAE need to determine if Etisalat or du expressly or
impliedly consent to the sale of the M2M SIMs. UAE Customs
can also block the import of telecommunications equipment

(including devices with pre-fitted SIM cards) if the equipment
does not have clearance from the TRA.
Privacy versus national security
Although the UAE does not have a standalone EU-style Data
Protection Law, it has various laws relating to privacy. For
example, the UAE Penal Code, Federal Law No. 3/1987 was recently
amended to make it an offence for a person (without a lawful
excuse) to copy, distribute or provide another person with the
content of a phone call, message, information, data or any other
such things, which they examine by virtue of their profession. At
the same time, with telecommunications licenses issued in the
UAE, licensees must comply with the competent authorities’
directions on the public interest, safety and/or national security
and associated collection of call details and subscriber information. The National Electronic Security Authority also has the
power in certain circumstances to control, disable, block and
penetrate UAE communication networks, information systems
and devices of any person or authority in order to tackle risks,
threats or attacks.
security
While it has become clear there are endless possibilities for M2M
SIM cards, there are also some legitimate security concerns for
regulators, such as recent cases and reports around the world
of SIM card encryption keys being hacked. In October 2016, an
attack on global internet access, blocked some of the world’s
most popular websites, and is believed to have been unleashed by
hackers using simple devices like webcams and digital recorders.
A Hewlett-Packard study in 2014 also discovered 70% of the
most commonly used IoT devices are vulnerable to attack, with
concerns including privacy issues, lack of transport encryption
and inadequate software protection.
The UAE recognises the importance of cyber-security and
has taken a big step in the ‘War Against Hackers’ through the
launch of Dubai’s Cyber Security Strategy which is part of Dubai’s
Smart transformation and aims to provide integrated protection
against cyber attacks and security threats, and help Dubai to
become a cyber smart and cyber resilient leading technology
and innovation hub.
As M2M SIM cards become increasingly more used, certification and regulatory requirements are necessary in order to build
both consumer and industry trust.
We understand, as a result the TRA, like many regulators
around the world, are developing a specific IoT policy.
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DIFC Courting
Technology
Mariam Deen of the DIFC Courts explains how the establishment of a new Court
division in the DIFC Courts should help those with specialist technology disputes.

O

n 17 September 2017, the DIFC Courts launched its
Technology and Construction Division (TCD) which will
hear technically complex technology and construction
disputes. This is a welcome development for dispute
resolution in the UAE and wider region and is the DIFC Courts’ first
specialist division.
The DIFC Courts have always embraced the use of technology as a key enabler for efficiency and innovation while seeking
to improve access to justice for parties bringing their claims
to the Courts. A great example of this is the new Smart Small
Claims Tribunal (SCT) which was named one of the Top 10 Court
Technology Solutions of the year at the US National Association for Court Management Awards in Washington DC and was
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recognised for its ground-breaking application of technology
in October 2017, at the Computer News Middle East’s (CNME)
ICT Achievement Awards. Launched in 2016, the Smart SCT is
equipped with video conferencing and case management technology which enables individuals or small and medium-sized enterprises to participate in hearings via smartphones from anywhere
in the world. The DIFC Courts have also received praise for its
pioneering commitment to furthering global justice using technology and its continued efforts to stay ahead of the technological
curve which has resulted in the establishment of the specialist
TCD as well as the ‘Courts of the Future Forum’. This initiative is
led by the DIFC Courts and Dubai Future Foundation and set to
launch in November 2017 – leading experts in law, technology, IT

and business will gather to evaluate the implications of emerging
technologies and trends, and tackle the legal ramifications of
disruptive technology, in particular.
The Basis of the TCD
The TCD is the DIFC Courts’ version of the UK’s successful Technology and Construction Courts (TCC) and similar equivalents in other
common law jurisdictions. The aim is to offer a further choice of
forum for the resolution of complex disputes.
Part 56 of the Rules of the DIFC Courts are industry specific
and apply to TCD claims. The TCD rules were issued in a month
long public consultation in March 2017 and feedback and suggestions from the legal community have been reflected in the rules
which came into effect on 1 October 2017. These rules are in line
with, and largely based on, the structure of the UK’s TCC and are
intended to fast track a wide range of claims involving ‘technically
complex’ issues, such as:
• building or other construction disputes;
• engineering disputes and disputes invoving other consultants;
• claims by and against the DIFC and DIFC bodies which relate to
the development of land and construction of buildings;
• claims relating to the design, supply and/or installation of
computer software and related network and IT systems and
services.
ARBITRATION ALTERNATIVE
Up until now those faced with construction and technology disputes
in the UAE and the wider region have tended to prefer arbitration
to court proceedings due to the ability to select a tribunal with
specialist technical expertise and because of the certainty of the
process involved. However, arbitration can become drawn out and
expensive, and the enforcement of the resulting arbitral awards
can be inconsistent in the Middle East. The DIFC Courts’ regime
offers certainty and efficiency to litigants and aims to combine this
with the provision of the technical expertise which is ordinarily only
offered by an arbitral tribunal. The TCD is a milestone development
for the DIFC Courts, changing the UAE legal landscape and encouraging parties to bring complex legal disputes to the DIFC Courts.
Jurisdiction
The TCD will provide an English language alternative to the local
UAE courts, which conduct proceedings in Arabic only. However, as
with all cases heard by the DIFC Courts, the TCD must have jurisdiction to hear the claim. The TCD may have exclusive jurisdiction
ove r DIFC-related cases, however, in cases which originate outside
of the DIFC parties will need to ‘opt-in’ by expressly agreeing to
submit their dispute to the jurisdiction of the DIFC Courts. The
TCD can be specifically elected as the forum for dispute resolution where it falls within the rules of the TCD. The TCD rules also
state that the Court may order proceedings to be transferred
from the TCD as appropriate. Therefore, it is important for parties
to consider the drafting of their dispute resolution provisions in
relevant contracts to ensure that the DIFC Courts’ new division
can be adopted as a possible venue for dispute resolution.
Confidentiality
DIFC Court proceedings are generally open to the public, so, TCD
proceedings will lack the confidentiality offered with arbitral
proceedings.

However, this potential disadvantage should be offset by what
is hoped will be a cheaper and more streamlined process offered by
the TCD. Although, another advantage of the public nature of the
DIFC Courts’ forum is that comprehensive written judgments are
published, forming a body of binding case law. Therefore, TCD case
law is likely to develop, providing parties with greater guidance and
certainty of outcome, which may even help them avoid proceedings in some circumstances. This is unlike arbitration, where
awards are rarely published and are never binding.
Experience
The DIFC Courts’ Sir Richard Field will lead the TCD and has over
20 years of experience dealing with similar complex cases in the
London courts. Suitably experienced and qualified judges have
always been appointed to the DIFC Courts’ bench and specialist
TCD judges will be e
 xperienced in hearing, managing, and deciding
technically challenging construction and technology disputes.
This will be comforting for parties who would ordinarily turn to
an arbitral tribunal to ensure an informed decision is made. In
addition, the DIFC Courts have a well-deserved reputation for
effective case management which will help ensure the resolution
of complex disputes in an efficient and timely manner.
Enforcement
Alongside the UAE’s treaties for the mutual enforcement of court
judgments, the DIFC Courts have implemented a framework
(using memoranda of understanding and various other agreements) to ensure enforceability of its judgments in the onshore
UAE courts and internationally. As the TCD’s decisions will be
court judgments from the outset, a successful party is likely to
face fewer recovery challenges with a TCD judgment than they
may do following an arbitral award. In addition to this, cases which
are deemed to be ‘technically complex’ are expected to be transferred from the DIFC Court of First Instance to the TCD. Due to the
number of large-scale, high value development projects planned
for Dubai in the near future and the prevalence of building and
construction disputes in the UAE and the wider region, the TCD
is a timely addition to the DIFC Courts’ offerings and will be a
viable alternative to arbitration. This is a significant and positive
step in the UAE for dispute resolution, which will provide a forum
which is better equipped to deal with a wide range of technically
complex issues in disputes, which can be managed and resolved
by judges who have the appropriate expertise. With the quick
pace of technological advancement and increasing popularity of
areas such as Blockchain technology, and the Internet of Things,
it will be interesting to see what types of cases the new TCD
resolves in the future.
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Fintech: The Regulatory
Response
With technology currently driving innovation in the financial services, Jack Hardman
of Clifford Chance looks at the UAE’s regulatory response to the emerging Fintech
market.

A

t present Fintech is a hot topic in the UAE, and many
groups have been formed to help spread knowledge
and information on the different types of available
products and services. In addition, financial free zones
in Dubai and Abu Dhabi are now competing for press coverage
in the sector. With technology and entrepreneurialism at the
heart of developments, and with large investments currently
being made in the sector, the Emirates can be expected to host
the next generation of Fintech solutions in the MENA region.
Fintech start-ups in the UAE began in the payments and crowd
funding sectors, and then grew to service the wide entrepreneurial
and SME base found across the Middle East which is eager to reach
an increasingly mobile population. However, blockchain and money
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transfer technology are now leading the way in a second wave
of development, supported by government initiatives, such
as the Dubai Blockchain Strategy, which will apply technology
to help achieve Dubai’s economic and social goals and pave
the way for new electronic platforms to generate efficiencies across Dubai. Many banks have already rolled out digital
platforms and innovative electronic solutions, including the
Emirates Digital Wallet initiative which is being introduced
by the UAE Banks Federation and is set to revolutionise payments across the country. Other sectors also have the potential to thrive in this environment, including ‘robo’ wealth
advisory start-ups which are responding to the demand for
easy access investment options by UAE residents who are

considering pension planning and advice on international options. Insurtech is also ripe for development, as the UAE hosts
global and regional insurers backed by reinsurance into several
markets across the world, such as the Lloyds platform in the
DIFC, although there is a low insurance penetration in this area
compared with other nations with equivalent available wealth.
Free Zone AND On-SHORE
The table below compares the competing Fintech initiatives in the
Abu Dhabi Global Market (ADGM) and Dubai International Financial Centre (DIFC) financial free zones. Each of these financial
free zones provides a good platform for entrepreneurs to test
and develop financial products as they have a bespoke licensing
regime which applies to the relevant fintech operations, following
the regulatory model. What is encouraging is that the April 2017
interim report on Global Fintech hubs, published by Deloittes listed
the ADGM Reglab high on its list of the world’s best fintech hubs,
and stated it was the leading hub in MENA. Although, at the time
the report was published, the DIFC Fintech Hive was only listed as
being planned and therefore was not included. The ADGM has an
impressive set of links to other networks, including a fintech bridge
with MAS in Singapore and offers potentially greater benefits for
sandbox participants through a young dynamic free zone regulatory
team. However, the DIFC currently has a broader base of international and regional financial institutions within its free zone and has,
via the DFSA been the first to create a regulated activity for crowdfunding (beyond the sandbox testing licences). Entities established
in free zones such as the ADGM and DIFC must still be licensed in the
jurisdictions in which they want to provide products and services,
as the free zones currently do not provide a passport to any other
jurisdiction. This means fintech entrepreneurs will still have to
navigate a number of different regulations ‘onshore’ in the UAE,
which are issued by the UAE Central Bank for traditional banking
and financing (and now payment) activities, the Emirates Securities
and Commodities Authority (SCA) on securities and investment
activities, and the UAE Insurance Authority on insurance (including
insurance-based investment contracts commonly sold by IFAs in
the UAE). Of these regulators only the UAE Central Bank has established onshore regulations which target a particular fintech industry
sector, namely payment services. In January 2017, the UAE Central
Bank published a new licensing framework for stored value facilities
offering certain digital payment services which is due to be implemented by 1 January 2018. Currently, its licensing scope is uncertain,
as a number of implementing rules are required. For example, it is not
clear if these regulations cover all payment services providers, such as
website payment gateways (acting purely as intermediaries between
merchants and regulated credit card acquirers), or only those offering
stored value facilities, such as issuing e-credits. However, a number of
payments market participants are currently engaging with the Central
Bank’s payment services and policy team, who have been receptive to
presentations from firms and are working with them to understand
if, and to what extent, the regulations apply. So this phase appears
to offer a real opportunity for payment services firms to meet the
Central Bank and help shape the implementation. It also gives firms
a chance to benefit from the legitimacy of Central Bank regulation
in a way which works for their business. In January 2017, the SCA also
announced an initiative to support fintech by eventually introducing its
own regulatory sandbox in a manner which may compete with the free
zone initiatives. The SCA intends to ‘bring together fintech companies,
companies that offer innovative financial services, financial institu-

tions, and telecommunications and internet companies to test and
launch modern technological initiatives in the securities sector’. It is
currently receiving suggestions from market participants on how best
to achieve this and has asked participants to set out the support they
would need from the SCA. We do not have any further information
on the nature and timing for these regulations but they could cover
fintech in the securities sector, including the provision of automated
investment services (robo-advice) and automation within securities
exchanges, such as clearing and settlement services.
Crowdfunding
The DFSA has recently issued a new set of rules which apply to
crowdfunding platforms wishing to operate in or from the DIFC.
These rules are relatively comprehensive and impose a significant
set of requirements for crowdfunding platform operators in the
DIFC. Under the COB rules operators must include detailed disclosures of risks (such as expected failure rates), and 18 other core
disclosures on their platform, covering fitness and propriety tests
for investments and analysis of business proposals for investment
opportunities. Operators must also conduct pre and post fundraising monitoring for material changes to business, and take steps
to stop companies raising funds from other crowdfunders. There
must also be no regulated and unregulated crowdfunding services
by the same entity (which could limit the ability for campaigns
to include non-equity benefits, e.g. first offerings of products).
Business continuity plans are also needed and operators must
ensure, on the debt side, loan agreements are legally enforceable.
In addition, a separate retail endorsement is needed to offer the
platform to non-institutional investors. There are also detailed
provisions on disclosure requirements for companies raising
funds. In some areas, these rules exceed published requirements
for similar fund-raising platforms in jurisdictions such as the UK.
Therefore, it remains to be seen if firms with limited resources
and currently a small, albeit increasing, target market, will be able
to comply with these requirements in a cost-effective way. While
regulated status will certainly enhance platforms’ profile and their
ability to attract fundraisers and investors, the alternative is a
limited licensing regime currently onshore, where firms continue
to operate largely unregulated. Certain crowdfunding activity
aspects could fall within the remit of the Central Bank and/or the
SCA and issuers of credit and securities using the platform will
be subject to regulation (e.g. the prohibition of UAE LLCs issuing
shares to the public). The very recent SCA regulations restricting promotion and introducing activities on securities could bite
on a number of operations. However, we have not seen evidence
of prominent crowdfunding operations with licenses from the
Central Bank or SCA. The lack of specific UAE regulations/policy
and gaps in the regulatory perimeter (such as the Central Bank not
specifically regulating the intermediation rather than issuance
of credit/loans, could provide some comfort around a ‘tolerated
practice’ but rules may be tightened in the future. Rewards and
charity based fundraising could also be restricted by laws on
raising donations in the UAE.
Gateways and local banking partners
Partnership with local banks is a common platform for fintech
firms in the Middle East, including the UAE, because of the limited
number of credit card acquiring banks and the desire for local
banks to digitise quickly and establish new channels to reach their
customers. Depending on the result of regulatory engagement,
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ADGM FINTECH SANDBOX

DIFC FINTECH SANDBOX

Fintech Initiative

The RegLab was created in 2016 and applies a bespoke
regulatory regime to each applicant agreed with the ADGM
Financial Services Regulatory Authority (FSRA). The FSRA
reviews applications and determines, in conjunction with the
applicant, which existing rules apply and which are waived
and/or modified for that applicant. The FSRA also imposes
a set of restrictions or conditions specific to the applicant's proposed activity. The RegLab offers a ‘Developing
Financial Technology Services’ (DFTS) licence to Fintech
start-ups for a limited time, after which they either need
to upgrade to a full licence or wind down their activities.

The DIFC announced its Fintech Hive initiative in January
2017. The DFSA offers an Innovation Testing Licence (ITL)
which is similar to ADGM’s RegLab, as a licensee can test
their Fintech products in a sandbox environment subject to
a bespoke regulatory regime for a period of six to 12 months.
Both the ADGM RegLab and the Fintech Hive follow an incubator model and provide Fintech entrepreneurs with sufficient
freedom to develop and test projects while balancing the risk
they pose to the financial system.

Support Available

Access to co-working space, established financial institutions
and investors through a network of collaborators (see below),
and a bench of mentors support the Abu Dhabi fintech ecosystem. These are drawn from various stakeholders including
professional services firms in the UAE.

A similar support network to the ADGM would be provided,
including mentorship from a network with insider knowledge
and feedback from target user groups in the DIFC, workshops
and panel discussions and profile-raising opportunities with
potential partners and investors. Workspace in the DIFC
for two employees is provided throughout the programme.

Licensing period

Up to two years (extendable).

Six to 12 months (extendable).

Activity So Far

In May 2017, the ADGM announced the admission of the first
cohort of five applicants to its RegLab, including two local
UAE companies providing mobile banking technology for low
income migrant workers, an automated escrow service to
cater to small businesses and a US robo-advisory platform.
Applications for the second round of firms closed on 14 August
2017; 22 fintech start-ups are currently being reviewed.

The Fintech Hive accepted applicants from 17 April 2017
until 28 May 2017. On 21 August 2017 the DFSA announced
11 finalists from the UAE and across the world selected for
the programme. This included a broad range of sectors, and
everything from payment and crowdfunding to regtech and
robo advisory. They will present their solutions to venture
capitalists and financial industry executives in November.

Applicants

To be licensed, firms must be either live-test ready or an Applicants must have a business model, product or
enhancement of an existing operation. Established Fintech service that uses new, emerging or existing technology in
start-ups cannot apply.
an innovative way, and brings new benefits to consumers
or industry. DFSA-licensed firms can apply for modifications and waivers of their licence to conduct the testing
of new Fintech products and services. Applicants must
have a well-defined prototype or service implemented in
at least one market and want to grow in the MEASA region.

Application
Requirements

DFTS applicants must establish a commercial presence in the Similar to ADGM.
ADGM, pass certain fitness and propriety tests, and sign up to
milestones and a reporting schedule over a two-year period
(after which applicants are expected to either apply for a full
FRSA licence or wind down).

Fintech Collaborations The ADGM has set up several networks for international
resources and cooperation to ensure it is providing the knowhow, talent and capability necessary to support the entrepreneurs and developers within its Reglab. In March 2017 it
signed an MoU with MAS in Singapore to work together on
Fintech initiatives; in May 2017 joined the R3 consortium on
distributed ledger technology (blockchain); in June 2017 signed
an MoU with Techpreneur Africa to accelerate the development of Fintech across the Middle East and Africa; in July 2017
announced an MoU with the Qianhai Authority in Hong Kong
for the promotion of investment and cooperation in Fintech;
and in August it announced a cooperation agreement with the
Australian Securities and Investment Commission.
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As well as its own international cooperation agreements,
e.g. with the SFC in Hong Kong and Malaysian Securities
Commission, the DIFC will leverage its existing network of
international MOUs and DFSA licensed financial institutions. It has also announced an international fintech partnership network. The international banks directly involved
in the Fintech Hive include Citi, HSBC and Standard Chartered, and UAE banks such as Emirates NBD, RAKBANK
and Mashreq. The DIFC has also joined various international
associations, such as the Global Blockchain Council, and
sought to cross-integrate with other initiatives such as its
support of Islamic finance.

partnering with a local bank can be an effective way to seek regulatory clarity by engaging in services which, as may be confirmed by
the relevant regulator, rely upon the bank’s licence for the relevant
parts of the payments transaction chain and leave other aspects
within the fintech firm’s responsibility. For example, in most
jurisdictions in the Middle East the mere provision of software
to enable a payment gateway to operate between a merchant
and acquiring bank would not be within the relevant central bank’s
regulatory perimeter.
Stored Value Facilities
However, certain firms have found they have needed to seek a
licence in a relevant jurisdiction outside the Middle East to provide
legitimacy for their operations and pave the way for obtaining local
regulatory comfort through assurance on the applied standards.
One prominent example is CASHU which provides stored
value cards across the Middle East for those without a credit
card who can purchase such cards for online transaction use. In
2016, CASHU became regulated under the stored value facilities licensing regime of the Monetary Authority of Singapore
(MAS). This licence commits CASHU to creating a safer, more
secure prepaid services market as a result of the adoption of
new standards. The MAS regulatory framework also provides
CASHU with the flexibility to work with local regulators across
different territories.
However, other stored value providers have sought to structure
around the regulatory hurdles. For example, Beam Wallet, which is
a leading mobile wallet app in the UAE, operates a model whereby,
for certain transactions, users pay for ‘Beam Credits’ at the point
of sale, which are generated specifically for that purchase (see
https://www.beamwallet.com/userterms). This type of structure
could permit Beam to avoid certain stricter regulations which
apply to the issue of credit, by providing a service similar to selling
a gift card for a specific merchant, as is common amongst retailers.
AML AND CRYPTO-CURRENCIES
Any payment services operation needs to be aware that, while
a licence may not be required for operations, their activities
may remain financial in nature and require customer due diligence/KYC and oversight, from an anti-money laundering and
counter-terrorism financing perspective, in many Middle East
jurisdictions.
Initial coin offerings (ICOs) are not specifically regulated in the
UAE but are subject to certain licensing requirements where the
units offer a right in an underlying commodity (in which trading
does require a license, e.g. gold has been an example applied to
date in the UAE). However, there has been some uncertainty on
whether the UAE Central Bank intends to regulate ‘virtual currencies’ and specific regulations covering crypto-currencies are
expected in the near future from the Central Bank, perhaps as
part of i mplementing measures for the 2017 licensing framework
expected later this year. The Central Bank may grapple with the
same issues faced globally on the practicalities of trying to regulate
crypto-currencies because of their dynamic and uncertain legal
form, although it may instead focus on ICO elements which fit
within existing supervisory frameworks, such as the operation of
an exchange. The Supreme Legislation Committee for the Government of Dubai has announced discussions for future legislation
on crypto-currency, followed recently by an announcement of
emCash the crypto-currency created by the Dubai Economy to

permit fast and cheap digital transactions. In the free zones, the
DFSA has issued a warning statement to investors in ICOs that
crypto-currency investments should be treated as high risk, but
it does not regulate ICOs specifically (or license firms for such
purpose). The ADGM FRSA has issued guidance that it also does
not regulate ICOs specifically, but many ICO offerings may involve
regulated activities such as operating an exchange, offering securities or units in a fund and/or dealing in derivatives.
Smart Contracts
Dubai has embraced blockchain as a core element of the Smart
City Initiative, through the Dubai Blockchain Strategy and its
support of the Global Blockchain Council. In common with international approaches use of blockchain in fintech may be rolled out in
a controlled environment initially, e.g. in certain cross-border trade
and settlement arrangements. From a regulatory perspective such
matters will fall within existing systems and control requirements.
The SCA-driven automation across exchange institutions in the
UAE through processes, such as clearing and settlement, may
introduce this technology broadly across the industry. We expect
a proliferation of smart contract opportunities in the near future
through international developments, e.g. the R3 initiative in the
derivatives space. Automated processes for contract formation
and performance, through the electronic implication of standard
terms and systems for operating standard processes being run
on blockchain, may be taken up by international banks in the UAE,
and local banks equally keen to optimise and adopt international
approaches. Contract automation in contracts may bring new
challenges for UAE laws and regulations, including notarisation and Arabic translation requirements. Extensive testing will
need to be built into the operation of such processes to ensure
certainty in contractual engagement. The first generation of
smart contracts is expected to largely involve contractual
wrappers around automated systems rather than incorporating code into or as the contract terms.
The UAE Law of Electronic Commerce and Transactions may
be helpful in future in matters such as execution and enforcement, including in processes for recognition of electronic
contractual engagement, including provisions expressly recognising the ability of automated systems to create c ontractually
binding engagements between each other. However, exclusions
in the electronic conversions law may create challenges.
Currently transactions for land, negotiable instruments
and other matters requiring notarisation are excluded, so many
transactions still require signed paper originals contrary to the
intentions behind the Smart Contract initiative.
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Stop
Defence
International
Criminal
Liability
Law
On 21 November 2017, the ICTY Trial Chamber
sentenced Ratko Mladić, former commander
of the Main Staff of the Bosnian army to life
imprisonment for genocide, crimes against
humanity and violations of the laws and
customs of war, committed by the Bosnian Serb
army. In the fourth in the series on International
Criminal law, editor Sogol Kaveity looks at the
doctrine of liability.

T

o establish liability, Courts may look into various forms of
participation, Article 25 of the Rome Statute on Individual
Criminal Responsibility states:
‘[A] person shall be criminally responsible and liable for
punishment for a crime within the jurisdiction of the Court if that
person:
(a) Commits such a crime, whether as an individual, jointly with
another or through another person, regardless of whether that
other person is criminally responsible;
(b) Orders, solicits or induces the commission of such a crime which
in fact occurs or is attempted;
(c) For the purpose of facilitating the commission of such a crime,
aids, abets or otherwise assists in its commission or its attempted
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commission, including providing the means for its commission;
(d) In any other way contributes to the commission or attempted
commission of such a crime by a group of persons acting with a
common purpose. Such contribution shall be intentional and shall
either: (i) Be made with the aim of furthering the criminal activity
or criminal purpose of the group, where such activity or purpose
involves the commission of a crime within the jurisdiction of the
Court; or (ii) Be made in the knowledge of the intention of the group
to commit the crime;
(e) In respect of the crime of genocide, directly and publicly incites
others to commit genocide;
(f) Attempts to commit such a crime by taking action that
commences its execution by means of a substantial step, but the

crime does not occur because of circumstances independent of
the person’s intentions. However, a person who abandons the
effort to commit the crime or otherwise prevents the completion
of the crime shall not be liable for punishment under this Statute
for the attempt to commit that crime if that person completely
and voluntarily gave up the criminal purpose.
There are two main modes of liability:
• Joint Criminal Enterprise addresses the subjective elements of
a crime, e.g. the contribution to a common plan or purpose and
the proximity to the locus delicti.
• The Control Theory addresses objective elements, e.g. the
control of the crime.
JOINT CRIMINAL ENTERPRISE (JCE)
The JCE doctrine relies essentially on the contribution to a
common plan or purpose as a foundation of liability. This focus
extends responsibility to superiors who lack immediate control
of the crime but have contributed to the crime, through coordination or participation in a criminal enterprise. JCE can be
divided into three types of liability:
• JCE I:   Where crimes result from a functional operation of
criminal activities, e.g. when multiple individuals have acted
with a common purpose in order to commit a crime and all of
them share the required special intent, all may be held responsible for the result, even if their individual contribution to that
result differs.
• JCE II: Where several people have been running an organised
system of ill-treatment, e.g. a concentration camp where individuals have been mistreated, and all of them share the special
intent to further the criminal activity, all may be held accountable.
• JCE III: This doctrine establishes liability for consequences
which where not directly part of the criminal plan or purpose,
but occurred as a logical and foreseeable consequence of the
criminal enterprise. However, the Appeals Chamber of the Special
Tribunal for Lebanon (STL-11-01/I/AC/R176bis) para 248 and 249,
has held that an accused individual cannot be found guilty under
JCE III of international crimes, unless they have a special intent,
which is required for conviction of genocide.
CONTROL THEORY
In Lubanga, (ICC-01/04-01/06) para 989, the International Criminal
Court (ICC) held that: ‘[W]hen the objective elements of an offence
are carried out by a plurality of persons acting within the framework of a common plan, only those to whom essential tasks have
been assigned, and who, consequently, have the power to frustrate
the commission of the crime by not performing their tasks, can be
said to have joint control over the crime’.
The ICC establishes liability for perpetrators who control or
mastermind crimes, although they are remote from the locus
delicti and who do not personally execute them.
However, it excludes liability for participants whose contribution in a collective enterprise is non-essential for the commission
of that crime. In addition, the ICC has also confirmed that superiors
can be held responsible for crimes executed by indirect perpetrators, e.g. through an organisation under their control.
In general, the ICC sets a high threshold for aiding and abetting
the crime . For example, it must be evident that the perpetrator’s
contribution was to further and facilitate the commission of a
crime.

“The ICC establishes
liability for
perpetrators who
control or mastermind
crimes, although they
are remote from the
locus delicti and who
do not personally
execute the crime.”

OTHER MODES OF LIABILITY
Liability can also be categorised as follows:
• Common purpose liability: The ICC Statute establishes liability
for ‘significant’ contributions to a crime by a plurality of persons
acting with a common purpose, each acknowledging the group’s
special intent.
• Superior liability: A perpetrator in a position of authority can be
held responsible when they omit to prevent their subordinates
from culpably violating duties of control. This is based on the
doctrine that failure to prevent a criminal action by a superior
creates a serious danger. Superior liability provides a basis
for liability in cases where there is a lack of evidence of direct
responsibility for the crime by the superior.
Case Law: Ratko Mladić
In IT-09-92-T the ICTY Trial Chamber, para 11 and 12, found Ratko
Mladić guilty as a member of four joint criminal enterprises for
genocide, crimes against humanity by persecution; extermination; forcible transfer; deportation and murder, violation of the
customs of war by acts of violence with the primary purpose to
spread terror among the civilian population, unlawful attacks on
civilians and taking of hostages.
The Court established:
1) An overarching JCE which had the objective of permanently
removing Muslims and Croats from Serb-claimed territory
in Bosnia-Herzegovina, through the commission of genocide,
persecutions, extermination, murder, the inhumane act of forcible
transfer, and deportation (para 11).
2) A Sarajevo JCE, which had the objective of spreading terror
among the civilian population through a campaign of sniping and
shelling through murder, acts of violence the primary purpose
of which was to spread terror among the civilian population and
unlawful attacks on civilians (para 12).
3) A Srebrenica JCE, the objective of which was the elimination of
Bosnian Muslims in Srebrenica through genocide, persecutions,
extermination, murder, the inhumane act of forcible transfer and
deportation (para 12).
4) A Hostage-taking JCE, the objective of which was taking UN
personnel hostage to prevent the NATO from conducting air
strikes against Bosnian-Serb military targets through the crime
of taking of hostages, as a war crime (para 12).
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Managing Risk
in Systems
Integration Projects

Over US$ 10 billion was spent on the tricky area of systems integration projects in the
Middle East in 2016. Dino Wilkinson and Kellie Blyth of Clyde & Co examine some of
the common pitfalls and issues under UAE law which arise in connection with these
projects.

B

y some estimates organisations in the Middle East spent
over US$ 10 billion on systems integration services in 2016
as part of increasing enterprise investment in advanced
technologies, including automation, cloud computing and
virtualisation. Systems integration involves combining two or
more systems, whether physically or functionally, to provide a
fully-coordinated IT system.
Systems integration projects vary immensely and the most
complex can involve integration of software and hardware
components sourced from multiple vendors and the development of bespoke software by the systems integrator or (SI) in
order to coordinate all of these parts.
Unfortunately, systems integration projects are also risky
undertakings with high failure rates. For example, in March 2017,
the Chicago-based brewing group MillerCoors sued the US arm of
the Indian IT services company HCL Technologies for approximately
US$100 million following delays in the implementation of an enterprise resource planning system.

TEST SCENARIOS AND ACCEPTANCE
SIs will often claim that it is impossible at the outset of a project
to describe the test scenarios which will need to be run and the
results which would be achieved.
While it is undoubtedly true that this is difficult, the parties
should try to agree an outline of the tests which will be used, a
process to follow for agreeing the relevant details and a process
which they will follow if they cannot agree.

Key personnel - choosing the right team
What customers want are contractual assurances that the SI has
sufficiently qualified and experienced staff on hand to deliver
their project. While a general commitment on this can be helpful,
it is better to have a more definitive undertaking from the SI to
ensure that any individuals who are key to the project’s success
will maintain a material involvement in the services.
As a result, the term during which any key personnel (e.g. project
architects) must be committed to the services should be specified, along with a process the SI must follow when notifying the
customer of any changes to the key personnel.
In addition, the contract should set out exhaustively the circumstances in which the SI will be permitted to remove key personnel
from performing the services (for example, when they leave the
SI’s employment or are unable to work because of an illness).
Work permits and visas will also need to be considered if
there are any on-site activities these staff are expected to
undertake in the UAE. Therefore, it is important these contracts
also allocate the responsibility (and cost) of securing the necessary approvals in order to avoid disputes, particularly in cases
where the SI is based outside the UAE or will be using resources from overseas. UAE labour law also needs to be carefully
considered in the context of transfers and employee rights.

Ownership of IP IN Deliverables
Customers in the Middle East region want the contract to state
that they will own the intellectual property (IP) of all deliverables
provided under any IT development contract.
Unfortunately, in many cases, this is an overly simplistic view
and is unlikely to represent a realistic position. The IP provisions
of a systems integration contract are often by necessity very
complex, and there can be different intellectual property rights
owned and licensed (or sometimes even cross-licensed) by the SI,
the customer and third party vendors.

Acceptance testing
SI contracts specify a number of deliverables, such as particular
software modules or functional elements. Acceptance of a deliverable by the customer is often important in terms of marking the
beginning of the warranty period for that particular deliverable
or triggering a related milestone payment.
Standard form contracts which SIs usually present tend
to contain very basic testing and acceptance provisions. As a
minimum, a customer should try to ensure that the contract sets
out a process for conducting acceptance tests, which may include
a right of rejection in favour of the customer if they are not satisfied with the deliverables provided.
In addition, this process should be tied to the relevant dates
found in the project plan.

DEEMED ACCEPTANCE
Many standard contracts presented by SIs state that if the
customer does not reject a deliverable within a given period of
time, the deliverable is deemed to have been accepted.
Deemed acceptance may be a reasonable stipulation by the SI.
However, it is important from the client’s point of view that the period
between the deliverable being made available for them to review and
deemed acceptance occurring is sufficient to allow them to assess
whether or not the deliverable satisfies its requirements.

IP CATEGORIES
As a result, each category of IP should be dealt with separately
in the contract in order to ensure the true IP position is captured
accurately.
For example, IP developed by the vendor pre-contract which
is incorporated into the deliverables (commonly referred to
as ‘background IP’) is likely to be dealt with differently to IP
which has been developed by the SI in the course of providing
the services (which is known as ‘foreground IP’).
By contrast, background IP is often provided to the customer
subject to a wide licence so the customer has broad rights to use
it, but the actual IP ownership is retained by the SI which may
have used this IP in previous projects or will probably want to
reuse it in future projects with other customers.
In contrast, foreground IP may often be assigned to the
customer.
COPYRIGHT LIMITATIONs
On this latter point, it is important to remember the limitations
found in Federal Law No. 7/2002 on Copyrights and Related Rights
(the Copyright Law). Article 15 of Federal Law No. 7/2002 states
that the assignment of five or more prospective works is invalid.
Therefore, a blanket assignment clause contained in a systems
integration contract may not be effective. In addition, the statutory position in the UAE is that ownership of copyright in materials created by employees does not automatically vest in their
employer. This is particularly relevant if certain key individuals
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“Not all open source
code is ‘bad’ so to speak
but some libraries may
dictate that derivative
works are disclosed,
or distributed in
source code format or
are distibuted at no
charge.”

within the SI will be writing software and documentary deliverables for the customer.
EMPLOYEE AND SUB-CONTRACTOR ASSIGNMENT
In order to ensure that the SI owns rights in the materials created
by these parties, and is entitled to assign the rights to the
customer, the contract should also include further provisions to
address what will happen where the assignment does not occur
automatically under the law.
In addition, it is important to require the IS to ensure the IP
developed by either its employees or sub-contractors is assigned
to the IS via confirmatory assignment agreements.
OPEN SOURCE CODE
One additional consideration for customers is whether the
contract should include any restrictions on the use by the
customer of open source libraries. Open source code is freely
available software that is often created by way of public collaboration in contrast with proprietary software that is more
typically created and licensed by a single company. In our
experience, the lower the development costs are relative to
the work required, the more likely it is the SI will intend to use
open source code. Not all open source code is ‘bad’ so to speak
but some libraries may dictate derivative works are disclosed,
or distributed in source code form or are distributed at no
charge.
Examples of this include the GNU’s General Public License
(GPL) and the Mozilla Public License.
Unfortunately, depending on the nature of the project, the
incorporation of such code could contradict the terms of the
contract or undermine the customer’s objectives.
Plan for common failings
Even the best laid plans can go awry so customers are well advised
to also specifically address in the contract what happens in certain
specific scenarios.
Common problems in SI projects can include the failure of
the deliverables to achieve sign-off, delivery delays, deliverable
failures or the a failure of the overall solution to meet the originally
agreed requirements.
As a result, if the implementation of the IT solution is ultimately
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ance tests, the customer is likely to want the right to reject all
deliverables provided up until that point and be reimbursed for
any payments made prior to termination.
USEFUL REMEDIES
In addition, it is also advisable that the contract allows the
customer a number of alternative choices, in the event of such
problems including the right to:
• require the SI to install a suitable substitute for any deliverables
which have not passed their tests;
• require the SI to install additional software and/or hardware
which would enable a faulty deliverable to meet the necessary
requirements;
• establish a new date for carrying out further testing on the same
terms and conditions; and/
or
• accept the deliverable subject to a change in the relevant acceptance criteria, the customer’s requirements, the specifications
and/or a reduction in the applicable fees.
It is also worth ensuring that any replacement or substitute
deliverable is also subject to the same testing process agreed
by the parties.
COMPLETION DATES
If there is a hard project completion deadline this deadline may
become difficult or impossible to achieve if acceptance tests have
needed to be repeated several times because of earlier failures.
COMPLETION DATES
Therefore, it can also be worth stipulating in the contract a speciific limit on the number of times that an SI is permitted to carry
out these type of tests or a final date after which the customer is
entitled to terminate the contract for material breach.
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Cloud Service Innovation

In order to successfully achieve adoption of a truly innovative cloud service, look beyond
simple cost drivers and focus on contract structure and business strategy as Rob Flaws of
CMS explains.

T

by using a change control mechanism (usually set out in a contract)
to alter the way a cloud service is provided. Is simply changing the
way a cloud service is delivered from the method envisaged on
day one a true innovation? Surely a cloud services innovation can
be more than just doing things differently.

is Innovation JUST CHANGE?
It is easy to consider innovation as simply a way of achieving
changes to the traditional cloud service model implemented on the
go-live date. But this type of change can often be achieved simply

IMPROVEMENT AND INNOVATION?
Cloud service providers will often enthusiastically market their
particular cloud’s ability to ‘improve’ a legacy service or business
function, as an innovation. But is the adoption of a traditional
cloud model to provide the same or a slightly better service at
a cheaper rate truly innovative? If the service improvement and
cost reduction has been achieved through increased business
efficiencies or productivity as a result of a cloud services
adoption, then arguably this could be considered an innovation.
A far better measure of innovation though is whether the cloud
service has been augmented for a particular business need. This

hrough its adaptability and cost effectiveness cloud
services can provide organisations of any size with the
ability to innovate at speed. In addition, the ever growing
range and type of cloud service models which are available in the UAE, including public, private or hybrid, bare metal or
managed, on premises or off premises services have put cloud
services at the forefront of the drive for digital innovation under
the Dubai ‘Smart City Initiative’ and as part of the UAE’s wider
Vision 2021. So what does a true cloud innovation look like in
practice? And how can customers ensure the right environment
is in place both internally and with the cloud service provider, to
embrace cloud service innovation?
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“The key to achieving
the adoption of a truly
innovative cloud service
is to ensure you have not
just the proper contract
structure but also a
fully aligned business
strategy.”

often results in a far greater pay-off than simply cost efficiency and
greater service volume.
DESIGN INNOVATION
Since the primary goal of many cloud services procurements is the
purchase of a high quality cloud service at a cost effective price, it is
not surprising that cost efficiency is often labelled a key indicator of
a successful innovation achieved using cloud services, even though a
project focused entirely on cost may not be providing real innovation.
True cloud innovation can be far harder to track in terms of what
success looks like or what type of service impact means innovation
has been created. As a result it can be far harder to create a business
case for the development of a true innovation and can be very difficult
to articulate what innovation should look like with a cloud services
provider.
DRIVING BEHAVIOUR TOWARDS Innovation
Cloud computing arrangement innovation can be a useful tool in trying
to drive the outcome of a cloud project towards achievement of innovation by driving particular behaviour. If customers find themselves
in a strong position to negotiate the terms of the cloud service, they
may ask for the inclusion of contract provisions which cover areas
like continuous improvement of the services, automatic service level
adjustments and benchmarking procedures in order to either achieve
a price or a service level adjustment. But although on the service these
types of provisions are often seen as being a ‘win’ for the customer in
practice they rarely achieve much in the way of innovation.
This is because they can drive the cloud service provider towards
focusing their behaviour on delivering cloud services as required to
avoid contract sanctions and maintain profit, rather than innovate..
Instead, if innovation is truly a major goal, one of the best ways to
achieve a positive outcome is to use the cloud services arrangement
to introduce an additional incentive for prioritising innovation rather
than just penalising the cloud services provider for failing to adjust
the services.
A great example we have seen recently on a cloud services deal
was the inclusion of a model which required the cloud service provider
to identify and deliver a specific amount of innovation-related cost
savings over a particular period, while also having a provision that
allowed the customer and the cloud service provider to share those
savings achieved over and above this specific amount.
It is important to remember though that the development of the
incentivisation model in any cloud services contract, is just the start.
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Once developed and agreed, the contract will also need to
address how the achievement of the innovation is determined
and how the parties can ensure any initial benefits, which are
achieved, are not just delivered in the short term but are also
maintained later down the track.
BuSINESS STRATEGY
The cloud services arrangement no matter how well designed,
drafted or thought through, cannot drive innovation on its
own. Cloud service innovation can involve additional cost,
potential disruption, degrees of implementation risk, and
uncertainty, all of which go against the traditional (and much
loved) cloud services model designed around price efficiency.
To truly innovate using the cloud you often need a well aligned
internal business strategy reaching all the way to the top, often
with executive level sign off, particularly if there is a situation
where day to day business activities can be effected while a
specific innovation is being implemented.
Internal alignment is also important on the part of the cloud
service provider. Engaging on a cloud services project involving
innovation can often involve the implementation of new technology or undertaking bespoke activity, which are elements
that carry risk in terms of revenue recognition and contract
liability. These elements are not immediately attractive on a
pure profit and loss analysis and the cloud services provider
will often need, usually at a senior level, to take a longer-term
view of their relationship with a particular customer before
agreeing to undertake these types of project.
Technology is changing and the growing sophistication of
cloud-based solutions available in the UAE combined with the
current appetite for digital growth and transformation will see
organisations looking to incorporate more innovative cloud
service delivery models.
Key reQUIREMENTS
The key to achieving the adoption of a truly innovative cloud
service is to ensure you have not just the proper contract
structure but also a fully aligned business strategy based on
facilitating cloud service innovation, rather than just paying
lip service to it.
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Ready, Steady Go
On the Starting Blocks
As use of blockchain technology increases in the UAE, Nadim Bardawil of BSA Ahmad
Bin Hezeem & Associates LLP looks at how it is being used in the Emirates and the legal
questions it is raising.
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T

he Middle East continues to be a base for businesses
which want to gear towards digitalisation and achieve results using cutting edge technology. As a result, in order to
remain competitive and maintain growth, many companies
are beginning to let go of their traditional operating models and
are replacing them with new, improved ones which maintain security. One particular trend which is emerging is blockchain technology, a technology which integrates a shared database with smart
contracts in order to reduce costs and speed transactions.

What is blockchain?
Blockchain is a transparent and secure storage unit that operates
without a central control body. It is a database that contains the
history of all information exchanged and transmitted between its
users since its creation. This information is integrated into ‘blocks’
and can be shared by its users without the need for intermediaries.
Each block contains information stored on and accessed by
unrelated computers or servers around the world. These then
form a ledger of all the transactions involving the information
and these blocks are grouped together in a chain to which new
information is added.
Blockchain is considered to be secure and even unhackable for
two major reasons - the high level of computing power required
to find a vulnerability in the system and the blockchain’s lack of
complexity.
While it is often used as a decentralised public ledger (for
example with bitcoin and other crypto-currencies), it can also be
used as a private intranet system where only authorised participants can access the information and network, or add blocks to
the chain.
Blockchain Integration in the UAE
The UAE has become a leader in integrating blockchain technology
and there have been various ventures launched in the Emirates by
public and private institutions.
For example, Emirates Islamic is currently planning to integrate
blockchain technology into cheques and will be the first Islamic
bank to do this.
In order to help prevent fraud, they have taken the initiative to
enhance security and banking transaction protection.
They plan to issue new cheque books which have a combination of Quick Response (QR) codes and blockchain technology. In
addition, each cheque will be registered in order to validate the
authenticity of the cheque the moment it is issued.
Meanwhile, the Abu Dhabi Securities Exchange (ADX) is another
UAE institution which has announced plans for developments in
this area, in the form of an e-voting platform which will be based on
blockchain technology. ADX aims to use blockchain to allow annual
general meetings to be conducted faster and with less effort while
also ensuring secure voting and access to confidential documents.
In addition, in Dubai, Smart Dubai has been launched to help
the city use innovative technology to improve the quality of life.
One of its goals is to use blockchain technology in both public and
private business transactions to increase efficiency.
The Department of Economic Development has already begun
testing the use of blockchain when licensing companies in the
Emirate and the Department of Naturalisation and Residency is
looking to use this technology to speed up immigration procedures
at Dubai airports.
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Industry Potential
While these examples are a positive start, blockchain also has the
potential to be used in many other industries to increase efficiency
and security.
For example, IP registration (e.g. of trademarks, patents,
copyrights and designs) can be greatly improved by integrating
blockchain technology into the registration process at the trademark office level in individual jurisdictions. By using an interconnected smart ledger, trademark offices can ensure more accurate
record keeping and improve usage registration. IP owners can also
securely register where and when they use their IP, aiding protecting against counterfeit products and unlawful usage.
There have also been a number of attempts to use blockchain to
assist in land registrations. As using a secure, robust recording system
like blockchain can ensure the registration of title deeds is traceable
and help reduce incidents of fraud in property transactions.
Recently the Dubai Land Department announced it was going
to implement blockchain technology to register real estate transactions.
However, as with any new technology, there are always integration and application obstacles, and with blockchain, these need to
be carefully considered.
Anonymous transactions
One of blockchain’s fundamental innovations is the ability
to transact and exchange information anonymously. Most

“However, with
blockchain identifying
the proper forum for a
dispute is a complicated
matter. Therefore it is
necessary to exercise
caution when creating
a blockchain system to
ensure users’ rights are
clearly protected...”

chain transaction. In practice, regardless of the transaction
mechanism used in a contract, or the location of that contract,
a suit can be brought based on the jurisdiction detailed in the
contract. However, with blockchain, identifying the proper forum
for a dispute is a complicated matter. Therefore, it is necessary to
exercise caution when creating a blockchain to ensure users’ rights
are clearly protected and a forum for disputes is pre-selected
when users begin to transact using the blockchain.

currency related transactions do not require the parties to
know each other, meet face-to-face or directly interact in order
to exchange value. However, legislators can still face difficulties in this respect on the application of their laws and regulations. For example, it is necessary to follow rules on ‘know your
customer’ and anti-money laundering when processing financial
transactions. Over time, blockchains and other new payment
networks will not be exempt from these legal requirements, and
some countries have already gone as far as banning or severely
restricting crypto-currencies because of the lack of regulations
and uncertainty.
Data Privacy
Blockchain also raises challenges on data privacy as data is stored on
each block. Some laws require corporations to permanently remove
data which belongs to individuals once a request has been made. This
creates problems for a blockchain platform, as by nature, they do
not allow data to be easily modified or deleted, but instead merely
updated in subsequent blocks. As data protection legislation continues to evolve, blockchain models will need to evolve in parallel and find
solutions to these privacy issues.
Jurisdiction
In theory a decentralised blockchain system can be accessed from
any computer around the world. Therefore, there is a question
of which jurisdiction governs any dispute which arise in a block-

Liability
The issue of liability is also raised with a decentralised blockchain
model, if and when individual transactions are not properly registered. If there is any breach of privacy or security, it is difficult to
pinpoint who is liable for these actions. Liability, is still an issue
in a private blockchain model, as there is potential for a malfunctioning blockchain. If this happens, the company hosting and or
managing the blockchain may have to bear the brunt of the blame.
In either situation, it is vital liability questions are considered and
answered in order to allow users and companies to adequately
measure risks of using blockchain. Although blockchain has clear
untapped potential, there are still issues with the day to day application of this technology. Therefore, both governments and businesses should work together to try to highlight these and jointly
find innovative ways to overcome them, as the fast-paced nature
of today’s technology requires greater cooperation between all
relevant stakeholders.
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Wheels in Motion
Dubai Authorities aim to have autonomous vehicles used in 25% of vehicular journeys
in the Emirate by 2030. Christopher Cross and Freya Byrne of Hogan Lovells look at
how legislation and regulations are supporting this development.

T

here is currently a technological revolution going on in transportation methods, as, in addition to new energy sources
for vehicles, automotive manufacturers have begun looking
at new ways to address age old problems such as safety, environmental impact, traffic congestion and efficiency. However, one
of the most exciting developments in this area is the move towards
autonomous (self-driving) vehicles. As is the case in other jurisdictions including Australia, New Zealand, the UK, US, Norway and
Japan, the UAE has put the development and use of autonomous
vehicles on its radar, and the Dubai Smart Autonomous Mobility
Strategy includes an ambitious target to transform 25% of total
vehicular journeys in Dubai into autonomous journeys by 2030.
There are currently no specific regulations in place in the UAE
relating self-driving or autonomous vehicles. However, there are
UAE laws which applyto vehicles on UAE roads or vessels on UAE
waters. In the UAE regulation of self-driving vehicles has not yet
been dealt with at a Federal level. In the UK in contrast, testing of
self-driving vehicles is already underway, and requires a test driver
or operator who takes responsibility for the safe operation of the
vehicle to be in place. It has also been stated these vehicles can be
used in accordance with relevant road traffic laws. However, there is
no express requirement in current UAE law, for motor vehicles to be
manually operated and controlled by a human driver. Although, the
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relevant UAE laws appear to have been drafted with the underlying
assumption that at all times a driver will operate a moving vehicle,
which is controlled by a human driver. The minimum technical specifications imposed for UAE vehicle registration and licensing under
the Traffic Law require vehicles to be appropriately equipped for
operation. Despite a lack of provisions under UAE Traffic Law and
Regulations on the use of autonomous vehicles, the Dubai Government is keen to stress they are the future for both Dubai and the
UAE.
Studies
A number of UAE bodies may become involved in these developments. The Emirates Authority for Standardization and Metrology (ESMA) has the power under Federal Law No. 28/2001 to
carry out ‘studies and researches related to the development of
ESMA activities’. Meanwhile, Dubai’s Road and Transport Authority (RTA)’s remit on the development and implementation of the
traffic and roads systems extends to ‘studying the development
of legislations and procedures related to the registration and
licensing of drivers and vehicles, and the development thereof,
thus achieving the strategic purposes of the transport system
in the Emirate’, and ‘preparing comprehensive strategic plans
regarding the transport, roads and traffic in the Emirate of Dubai,

in coordination with the concerned parties whether within or
outside the Emirate’ (under Dubai Law No. 17/2005). Therefore, it
is understood that the RTA and ESMA have the ability to conduct
technical demonstrations or trial projects.
At present the legal framework supporting ESMA and the
RTA’s activities is considered to be sufficiently broad to permit
the RTA to conduct autonomous vehicle testing on UAE roads and
according to recent press reports, driverless vehicles are currently
being trialled in Dubai through a RTA and Emaar Properties joint
venture. This trial is aimed at testing driverless transit technology which would support the Dubai Autonomous Transportation
Strategy launched by HE Sheikh Mohammed. A fully automated
vehicle was also permitted to travel from Dubai to Abu Dhabi along
the E11 freeway in November 2016. In addition, the Dubai Police
have announced they will be including autonomous patrol cars in
their fleet at the end of this year as part of their aim to have robots
make up a quarter of their police force by 2030.
Uniformity of standards
In the UAE, all products (including motor vehicles) must be registered with ESMA who then test such products comply with applicable standards. These standards generally mirror those developed
and published by the GCC Standardisation Organisation (GSO).
Although, additional international standards can be implemented
by ESMA, those developed by the GSO and relevant European
or American standards are also often referred to. When ESMA
determines a vehicle is compliant with the required standards it
then issues a certificate of conformity.
Neither the GSO nor ESMA have currently developed or implemented any specific standards for self-driving vehicles.
However, recent ESMA standards on electric and hybrid
vehicles show regulators are drafting legislation to accommodate
this rapidly developing area.
We also believe in practice, if there are no specific ESMA
and GSO standards, self-driving vehicles would be assessed on
whether they comply with the regulations or standards in force in
their country of origin or with any relevant international standards
set by the United Nations Economic Commission for Europe or
the US Federal Motor Vehicle Safety Standards until applicable
standards on autonomous vehicles are approved and implemented
by ESMA (through reference to new GSO standards or otherwise).
In practice, in order to approve new vehicles in the UAE, automotive manufacturers often conduct simulated tests at their factory
facilities followed by further local testing in the GCC which confirms
prototypes of the new vehicles are fit for driving in GCC countries
and meet the standards set by the GSO and ESMA prior to mass
production taking place. It can be assumed generally, manufacturers
will consider the UAE as a part of the wider GCC regional market and
will want to be sure any vehicle they import into the GCC is accepted
by default within the UAE, and vice versa.
Liability and insurance
A key question on the practical implementation of autonomous
vehicles is the apportionment of risk and liability. Who will be
held responsible if an autonomous car crashes into another car
or hits a pedestrian? Is it the vehicle owner, the programer of the
autonomous vehicle technology, or vehicle supplier? These are
key considerations for automotive manufacturers, suppliers,
and consumers, as the push to use autonomous vehicles on the
roads continues. There is a need for new regulations which confirm

where liability rests and how such liability is mitigated (principally
through insurance) as a result of the current uncertainty in this
area. The UAE also does not currently have regulations in place
that specifically addresses insurance of autonomous vehicles.
Although without these regulations, we can look to the UAE Civil
Code, Federal Law No. 5/1985 which provides general provisions
which impose liability for harm done to another person.
In comparison, in the USA, certain states have now passed insurance requirements for self-driving vehicles which require them to
have liability insurance (to protect third parties in the event such
vehicles cause a collision).
The UK Government has also acknowledged it would be easy
to place liability on the vehicle manufacturer, as humans become
increasingly less engaged with the operation of their vehicles and
in February 2017, the UK Vehicle Technology and Aviation Bill was
introduced, providing for a single insurance product for automated
vehicles which would cover both the operator (the person) of the
vehicle if they were driving, and the vehicle when operating in automated mode (i.e. covering the manufacturer’s liability).
The UK Government is also working to review and amend
domestic regulations to accommodate driverless vehicle technology and it is expected a particular area of focus of this review will
be the distinction between criminal and civil liabilities if there are
collisions involving self-driving cars.
Legal outlook
As the move towards autonomous vehicles gathers speed, the
UAE is in a strong position to implement regulations to facilitate
a robust transparent legal basis for accommodating innovation
in this area.
It is hoped the GSO and ESMA, in conjunction with other GCC
state authorities will, align their standards and these standards
will be substantially similar to those used in other significant
markets in order to incentivise manufacturers to export these
vehicles to GCC countries, as there would be a natural disincentive for manufacturers to come to the GCC if they need to alter
their vehicles to meet local regulations and standards which are
different to those found elsewhere.
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Getting Into the Loop
Salah Mostafa looks at the way the Hyperloop and other forms of disruptive technology
in the transport sector could impact the Dubai of the future.

I

f you grew up in the Middle East (or have Middle-Eastern
friends) you will probably have heard the story of Abbas Ibn
Firnas repeatedly and his attempted flight.
Ibn Firnas was sort of a Berber or Arab Da Vinci who was
pre-occupied with, among other things, how to transport humans
from one point to another in the fastest possible way.
Today, Ibn Firnas could not be happier in his grave, as humanity
is at the brink of an unprecedented transport revolution and an
Arab nation (the UAE) is leading the way in the Middle East by
embracing a host of disruptive technologies in transportation.
DUBAI 2030
If you are living in Dubai say in 2030 you will probably hop into a
driverless car first thing in the morning to drop you at the nearest
landing pod so a flying taxi can fly you to work. Then if you have a
meeting in Abu Dhabi a flying taxi or a driverless car will take you
to the Hyperloop main station and you will get into a capsule that
will propel you to Abu Dhabi at 1,200 kmph in a trip that will take
about 12 minutes.
NOW NOT THE FUTURE
This might sound like science fiction, but the future is already
here. Last month, Dubai completed the first flying taxi test flight.
In addition, in 2016, driverless EZ10s were tested in Downtown
Dubai and Mercedes-Benz completed the first autonomous Dubai
to Abu Dhabi Drive. So autonomous cars and flying taxis could be
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close to hitting the UAE roads and the skies but there is also a lot
of work being done in the background by a web of stakeholders
currently trying to ensure this technology is safe, feasible and
fully functional.
THE HYPERLOOP
The hyperloop concept was famously first introduced by Elon
Musk. Put simply, a hyperloop is a capsule (or a pod) which travels
twice as fast as a commercial airplane in a sealed tube. Musk
describes it, as a ‘cross between a Concord, a rail gun and an airhockey table’.
In November 2016, Hyperloop One (one of a handful of companies working on bringing the hyperloop to life) signed an agreement with Dubai’s Road & Traffic Authority (RTA) to evaluate a
Hyperloop One system in Greater Dubai and the UAE.
The Department of Municipal Affairs and Transport of Abu
Dhabi (DMAT) then announced an agreement with Hyperloop
Transportation Technologies (Hyperloop TT) to undertake a feasibility study to connect Abu Dhabi and Al Ain using a hyperloop
system. However, as is the case with almost all of the disruptive
technologies, regulators will need to examine a number of angles.
PUBLIC POLICY AND REGULATION
A hyperloop system is a totally new mode of transportation that
neither runs on road or rails, so it may need a new regulatory
authority to be introduced to oversee the implementation of

the new technology including:
• assessing public policy considerations;
• ensuring its safe operation (e.g. how malfunctions, emergencies,
or passengers evacuation will be dealt with);
• addressing land rights;
• liaising between various governmental and non-governmental stakeholders;
• suggesting regulations; and
• monitoring, auditing and suggesting improvements to the operating model.
As things stand today, the overall responsibility would fall
under the remit of the Federal Transport Authority – Land &
Maritime (FTA) at the Federal Level and RTA and DMAT at Dubai
and Abu Dhabi levels respectively. The current legal framework
that governs land transport in the UAE is Federal Law No. 9 /2011
Concerning Land Transport and its Executive Regulations (known
as the Land Transport Law).
However, the Land Transport Law was drafted and introduced to regulate traditional forms of land transport and these
new technologies were not yet introduced as viable alternatives
at the time that law was issued.
Therefore, the FTA and other Federal authorities may need
to consider from a policy standpoint, whether the Land Transport Law can and should regulate all forms of ‘land’ transport
or if a new set of regulations should be introduced to regulate
the hyperloop, autonomous cars, flying taxis and other new
technologies.
LIABILITY AND INSURANCE
Musk believes hyperloop systems will be safer than other forms
of transport. However, with their speed just under the speed of
sound, careful consideration is needed to what happens if there
is a malfunction or a crash.
An exhaustive mapping of all the stakeholders involved in operating a hyperloop system should be made and clear allocation of
liability considered in different scenarios. Insurance companies
will need to consider what premiums they will charge and what
impact that will have on these systems’ operational costs.
INTELLECTUAL PROPERTY
There are many bright engineers and scientists competing to
cross the finish-line with their hyperloop systems before other
do. Despite the fact the initial work done by Elon Tusk is an open
source platform, it would be prudent for investors in such projects
to be comfortable with the level of IP protection the projects they
are investing in have.
To put this in context, currently over 1,100 patents have been
filed for magnetic levitation (MagLev) technology which is the
technology proposed for use in hyperloop systems. Hyper TT for
example have the MagLev patent licensed from Lawrence Livermore National Laboratory.
THE TERM HYPERLOOP
There has also been news that Elon Musk is considering building
a hyperloop himself (in a U-turn on his initial positon), and may
decide to prevent other companies from using the word ‘Hyperloop’ since he holds a trademark for Hyberloop through SpaceX.
Musk’s Boring Co, a venture which was created to build roads which
run through underground tunnels, has stated in a statement, ‘We

encourage and support all companies that wish to build Hyperloops and we don’t intend to stop them from using the Hyperloop
name as long as they are truthful’.
USUAL ADD-ONS
However, there are a couple more things that the UAE should be
considering if it is to not only host and operate this technology but
also contribute to its development.
UAE INTELLECTUAL PROPERTY LAW REFORM
Patents in the UAE are currently governed by the Industrial
Property Law which dates back to 2002 (as amended in 2006) and
there is room for law reform in this area in order to help address
issues which are associated with innovation.
These include the high cost and lengthy processes for obtaining
a patent grant and the costs and the lengthy processes associated
with patent litigation. IP Law reform has been discussed in the UAE
but to date there has been no progress in this area.
Introducing the new technology such as the Hyperloop into the
transport sector is a good opportunity to also push for this much
needed regulatory reform.
REDUCING RED TAPE
Although the UAE was ranked higher than any other country in
the region in the World Bank Group’s 2017 ‘Ease of Doing Business
Rankings’, there is still room for improvement in terms of reducing
red tape.
In the context of the issue of Red Tape, it may also be a good
idea to set up a new authority (whether an independent one or
under the FTA) which could act as the regulator for the new disruptive technologies in the transportation sector.
The entrepreneurial spirit of the UAE’s leaders coupled with
the world class talent pool and the flexible regulatory environment here have helped attract some of the major companies which
are active in the disruptive technology end of the transportation
sector.
All eyes are now on the UAE to match the disruptive technology with an equally disruptive regulatory environment
that can accommodate and enable the new technologies to
become mainstream and perhaps act as a template for other
countries.
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Business Hub

Joanne Fischlin, ACC Middle East Board Member and Head
of Corporate, External and Legal Affairs for the Gulf Region
had to learn to talk a whole new technical language when
she joined Microsoft, and believes it is a skill every inhouse
counsel needs to acquire, and fast.
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successful, but I then got hired by my next client in line, Microsoft,
whom I joined in February 2017.”
“At Microsoft, I head the Corporate, External and Legal Affairs’
team for the Gulf region and am part of the Leadership team. My
team and I cover commercial, and government affairs matters, so
we support customers in their journey to digital transformation,
notably helping them understand how Microsoft cloud offerings
deal with privacy and security and we work closely with regulators
in all sectors to ensure that the industry players can benefit from
the technology advancements whilst remaining compilant with
their rules and regulations.”
“We are also the ambassadors for our Cloud for Global Good
Initiative which covers how we have a responsibility to ensure that
technology is adopted responsibly and empowers every person
and every organisation on the planet to achieve more.”
“Working at Microsoft requires that you constantly up your
game, keep your learning curve steep, be bold and curious so every
day is an opportunity to achieve something. Sometimes I feel like
I’ve stepped into another century and although I am interested
in technology, I can’t say that my first conversations about big
data, AI, IoT or blockchain, were easy, but at the same time this
is knowledge every inhouse counsel should gain and fast, so you
just need to dive in. “
“In my role, keeping up with technology advancement is a
challenge, but as an in-house counsel you must build an intimate
understanding of the business if you want to bring value to a
company. Only this knowledge will allow a legal team to advise
on the best solution, one that balances opportunity and risk in a
way that corresponds to your organisation’s ethics, compliance
programs and accepted risk profile, and that is what really matters
to your business and shareholders: ‘Risk’. How, as an organisation,
you anticipate, plan, mitigate and manage it. As part of the legal
department, you are one of the few that has a holistic view of the
organisation. You are privy to the details of the top deals that will
make or break the company’s future, to highly sensitive information such as the litigation portfolio and compliance or potential
cyber events that have taken place, so you will have the ability to
look ahead, mitigate pockets of risk being created, increased or
left unmanaged and leave no opportunity unattended.”

your Career
“I started my journey in private practice 16 years ago. I then went
in-house joining Ralph Lauren and then moved to a company that
creates fragrances and flavors for the biggest names of the B2C and
luxury retail industries. My fashion background was very useful, but
the world of manufacturing opened and it was a great learning experience. I moved to Dubai in 2013 and after just a year here, the position
needed to be relocated to Geneva which neither suited my personal
nor my professional agenda, so we parted. I took a temporary assignment as interim General Counsel at Nasdaq Dubai which prompted me
to then partner with Bonnard Lawson, a Swiss law firm established
in Dubai, to offer high level inhouse secondments at a fee based on
in-house remuneration rather than billable hours. The model was very

YOUR BASE
“Microsoft Gulf opened its Dubai-based headquarters in 1991. Today,
the UAE office oversees the company’s activities across the entire
Middle East and Africa regions so it made sense for my team and
I to be based where most of our key stakeholders are. In over two
decades, being based in Dubai Internet City has enabled us to connect
with the IT community and talent pool and benefit from the region’s
growing IT ecosystem including governments, businesses, startups,
SMEs and the youth community.”
“As Dubai transforms into a Smart City, we remain committed to
working with and supporting DIC in providing this transformation
through technology innovation coupled with capacity-building of
the country’s IT workforce. We’ve located one of our 45 Microsoft
Technology Centres here, where we organise workshops, strategy
briefings, architecture design and proof of concept sessions to
help customers find the right solutions to transform their business
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and achieve more. In addition to being a hub for many multinational
organisations servicing the Middle East and Africa region, the UAE
attracts small and medium sized businesses that contribute to
almost 90 percent of the GDP, so the primary benefit of being in
here is that we can see our innovations flourish. We, at Microsoft,
are continuously broadening resources and providing access to
experts and facilities for innovation and skills development, and
it is an advantage to work in a jurisdiction that has a bold vision for
its future. We see the Government of the UAE working towards
executing that vision by adopting the pace of rapidly growing technology in the region, to ensure its community benefits from all
the advantages technology brings. The recent appointment of a
Minister of Artifical Intelligence (AI) is only one example of this.“
YOUR STRATEGY
“Digital Transformation is our focus everywhere. A decade ago,
companies were mainly looking at data mining, search technology, and virtual collaboration. Today, executives are directing
their energy toward Artificial Intelligence, machine learning, and
the Internet of Things (IoT). Businesses are aspiring to become
digital. It starts with a bit and byte and ends up with a bit and
byte. Even if the manifestation at the end is selling a product,
you do it digitally. So that’s how we think of a digital business.
There are many technologies that underpin digital: mobile technologies, IoT Scenarios, data scenarios, and cloud technologies
and services. But why is Digital so important? Just to take one
example, according to the latest research, we lose 5.5 billion
hours of productivity and 2.9 billion gallons of fuel in traffic
congestion. So how do you even begin to qualify the economic
and societal impact of connected and autonomous cars when
they would pretty much eliminate those challenges?”
“At Microsoft, we want to enable our customers’ digital transformation which starts with acquiring digital capabilities and ends
with becoming a digital business. To this end, we have a global
strategy which shapes every deal we enter into, but we also make
sure that within this framework, we put the customer’s needs
first and that alone requires a local and industry focused go to
market strategy.”
“More specifically, our strategy evolves around four pillars of
digital transformation: empower your employees, optimise your
operations, engage your customers, and transform your products.
We recognise that people are at the heart of digital transformation, and our solutions, such as Microsoft 365 Enterprise or
Microsoft 365 Business, give our customers the flexibility to work
where and how they want, providing them new ways to collaborate
with others, all while protecting company data. Indeed, whatever
the industry or sector, we have developed a tradition of compliance which gives customers the tools they need to comply with
complex regulations. Microsoft’s attention to, and preparation for
the impact of regulations such as GDPR for example continues to
show how the company equally prioritises the best cloud technology with the best compliance offerings.”
PUBLIC SECTOR AND INVESTORS
“When we talk about Information and Communications Technology
(ICT), we increasingly talk about how ICT is supporting innovation,
driving change and transforming the way we work. This is as true for
the public sector as it is for the private sector.”
“Governments are realising that cloud computing is not only a way
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for them to realise efficiencies and cost savings in the procurement of
ICT services and infrastructure, but is a critical enabler of innovation
and smart, user-friendly governance. The GCC does not have many
of the same legacy regulations that have slowed cloud adoption
in other parts of the world and therefore has an opportunity to
define new regulations that are appropriate and effective for
enabling and regulating the cloud.”
“For example, security is often cited as the justification for
data residency requirements, but it is not clear how the perception
of simply using local data centres translates into a more secure
service. Cloud Service Providers (CSPs) are also active in a growing
list of countries and often allow users to limit their server footprint
to specific countries or regions in order to address these data
sovereignty concerns. A ‘cloud first’ approach, in line with the
mature economies’ best practices would drive a greater uptake
of cloud services by government agencies. Using cloud services
reduces cost, lifts productivity and develops better services so
Governments need to lead by example, and demonstrate the
benefits of investing in and using cloud services.”
“Believing that innovation is the future of human investment,
the UAE Leadership emphasises its importance across all sectors
through the UAE Vision 2021 which states, ‘Innovation, research,
science and technology will form the pillars of a knowledge-based,
highly productive and competitive economy, driven by entrepreneurs in a business-friendly environment where public and private
sectors form effective partnerships.’ “
“It is in this context, for example, that earlier this year saw
Microsoft join hands with Abu Dhabi Systems and Information
Center (ADSIC), to host a series of digital transformation workshops geared towards increasing awareness about the importance of digital technology and the immense impact it can have in
the public sector. The workshops focused on government workforce digital transformation readiness and building effective and
sustainable digital strategies across all Abu Dhabi Government
entities. So, by adopting cloud technology, the UAE can achieve its
vision of being recognised as a digital hub creating state of the art
cyber secure environment. All types of industries can benefit from
the efficiencies and cost reductions brought by cloud technology,
and to do so companies should have the ability to decide what data
they wish to put on the cloud, while regulators should ensure each
cloud offering on the market comes with specifications that ensure
data is transferred, processed and hosted safely and in line with
the best privacy standards. “
“With its unprecedented growth and need for infrastructure
expansion, the UAE continues to be increasingly attractive to
foreign investors. One of the most decisive factors for a business
making investments in a country is the cost of setting up, operational running costs, and access to the latest innovations and technologies that support their digital transformation and the laws
that enable them to make full and safe use of Digital technology. IP
Laws in the UAE can be further improved to enhance the country’s
competitiveness through a more sophisticated and enforceable
framework similar to that in countries with high innovation indexes
such as Switzerland or the Netherlands.”
“In the UAE, the Government has a great vision that will give the
region a competitive edge, but as in many other jurisdictions, the
regulatory environment lags behind, making it hard for industries
such as the Financial or Healthcare sector to adopt the cloud and
become smarter and more efficient.”
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What the Future
May Bring?
Emirates Law Business & Practice has been lucky to have an Advisory Board made up
of specialists from a whole host of practice areas within the UAE legal market. With
this issue focusing on the future, we have asked Members of the Board for their unique
perspectives on what the future might bring for lawyers working in the UAE.
ROBIN ABRAHAM
Managing PARTNER, MIDDLE EAST
CLIFFORD CHANCE LLP
“My firm is known for its large corporate and finance related transactional
work and for its work on complex
disputes, including regulatory investigations and arbitrations. However, I
specialise in finance work, including bank
lending, real estate finance, restructurings and project finance.
I’ve been working in Dubai since 2004, and have found it a great
professional experience. Looking back, one of the highlights was
the work we did on restructurings in Dubai around 2009-11, when
our firm acted for the majority of the GREs which were facing
financial distress, including Dubai World and Nakheel.”
“When it comes to possible changes in my specialist area in
the UAE in the near future, although it is hard to predict what the
future will bring, I believe the the new insolvency and mortgage
laws in the UAE will open up opportunities for lawyers. On a
separate note, in the project finance space we have seen growth
in the renewables sector and I would expect this to continue and
lead to more work for everyone.”
“Developments such as Smart Dubai and other UAE technology initiatives have also had an impact on the matters my firm
and I handle. This is a big area of focus for us and our clients. In
fact, we have lawyers in the UAE who now regularly advise clients
on matters that were simply unheard of a few years ago such as
smart contracts.”

“There have been technology based drivers of change impacting our firm too in recent years. The change started with the use
of more automated documentation assembly a few years ago,
which has now become more widespread and sophisticated.
These days, we even have software which clients can access to
assemble first drafts of documents based on their own customised templates. More recently we have begun using AI software
for contract reviews for clients on some matters within the UAE.
For example, we have used software developed by Kira Systems
to search and analyse documents to rapidly extract and summarise relevant clauses. On some tasks, this can help save a great
amount of lawyers’ time and clients’ money without materially
increasing legal risk.”
“However, more generally we have been increasing our focus
on efficiency over the last few years and are looking to save costs
for clients wherever possible. For example, we have a support
centre in India which we use for more routine or repetitive tasks.
All these changes, together with technology, are about delivering
efficiencies which lead to better value for clients.”
“In fact, change in the way legal services are delivered is a
huge area of focus for Clifford Chance and we have a global team
working on it. We are making a lot of investment in this area and
even made it the single theme of our recent Middle East retreat. I
also expect sophistication of AI software will develop rapidly and
in the future a lot more routine tasks carried out by lawyers will
be done by computers. I’m sure a lot of transactions could become
largely automated and in ten years legal practice here will look
very different, as law firms cannot isolate themselves from the
www.emirateslaw.ae | Volume 08 | Technology | 57

Advisory Board

change that is happening all around them.”
“The most interesting part of being involved in the DJI magazine
Advisory Board was probably the early meetings when we were
debating the shape and substance of the magazine. I found this
very interesting and it was a privilege to be involved.”
ALEC EMMERSON
CONSULTANT
CLYDE & CO
“My firm Clyde & Co was the first international law firm to bring specialists in
a wide range of commercial and corporate legal activities to the UAE, which is
probably one of the reasons why we grew
to be the size we are today in the region. For a
number of years, we have had specialists here handling shipping
and transportation, insurance and reinsurance, corporate (including foreign direct investment), banking, IP, FMCG work (including
agency and distributorship work), real estate, construction (and
dispute resolution work, including litigation and arbitration.”
“My own personal specialism is commercial arbitration, but in
the past I have also advised on some interesting treaty or investor
state cases. I’m recognised in directories as a commercial arbitrator and litigator and for my work in the shipping, transport and
insurance and reinsurance sectors. About nine and a half years ago
I retired from Clyde & Co as a partner so that I could work partly
for the firm and partly for myself as an international arbitrator.
In that role almost all the cases in which I sit as an arbitrator are
confidential so I have to be careful not to breach that confidentiality. One of the more interesting aspects of being an international
arbitrator is the wide range of disputes I’m involved in some of
58 | Emirates Law Business & Practice www.emirateslaw.ae | December 2017

which I determine – as I sit as an arbitrator in the energy sector,
shipping and shipbuilding, construction, distributorship and other
commercial arbitrations, and in post M & A and financial disputes.”
“I have to decide disputes which are subject to a wide range
of procedural laws (depending where the seat of the arbitration
is located), and under a wide variety of governing laws, i.e. the
substantive laws of the contracts in dispute. For example, right
now I am sitting in disputes which are seated in the UAE (including
DIFC), Kuwait, Hong Kong and England. I have also sat in Oman,
France and Singapore in the past. The disputes in which I sit are
or have been subject to UAE (including Dubai, Abu Dhabi and DIFC
laws), as well as the laws of England & Wales, Hong Kong, Singapore, Eritrea, Saudi Arabia, Oman and a number of other countries.”
“One of the main changes I would like to see in the UAE in my own
specialist area of commercial arbitration would be the passing of
a Federal Arbitration Law which is based on the UNCITRAL Model
Law, as this has been ‘coming soon’ for a long time. I’m also looking
forward to the repeal of the amendments to Article 257 of the Penal
Code which were introduced last year without warning or consultation and apparently without the law’s draftsperson understanding
the impact they could have on the potential conduct of arbitration
in the UAE and potential for guerrilla tactics. I believe this change
partially undid the great progress that had been made in the UAE in
developing as an arbitration hub over the previous 15 years.”
“These hopeful developments will bring the UAE into line,
legislatively, with its arbitration hub competitors. We also need to
see consistent support for arbitration in the UAE onshore courts
which compliments the arbitration friendly nature of the DIFC and
ADGM Courts.”
“The DIFC-LCIA Arbitration Rules provide for online filing of
Requests for Arbitration, for the appointment of emergency

arbitrators and for Responses. In the UAE Courts in which Clyde
& Co can practice such as the DIFC Courts, the e-filing platform
has recently been improved and I believe that technology used
to administer arbitration and litigation will continue to make the
process more efficient and ultimately less expensive, which will be
an important development for clients and law firms here.”
“When it comes to looking at the future, for me, one of the
biggest drivers of change resulting from technology over the
years has been the ability to communicate instantly by email
and other platforms like WhatsApp with anyone anywhere in
the world, and this is something which is relevant not just to law
firms. Alongside that IT developments have meant that much
more data is available for use in practice, and it can also be used in
practice development and marketing. As a member of the Editorial
Board, it has been good to see the birth and infancy of ‘Emirates
Law Business & Practice’ and to have Justine Reeves Clyde & Co’s
talented Head of Knowledge Management assisting with our firm’s
contributions to the magazine.”
PATRICK BOURKE
PARTNER
NORTON ROSE FULBRIGHT
“Dispute resolution is my specialism and
I have worked in London, Hong Kong and
Dubai. I focus on arbitration, commercial
litigation and ADR, acting on insolvency,
fraud, banking, construction, infrastructure and real estate cases. I also advise on
regulatory investigations (including DFSA
related ones) and all aspects of corporate
governance and risk management.”
“The majority of my work is highly confidential so I cannot
give details. However, I was involved in the drafting of the DIFC
Arbitration Law. I am Chair of the DIFC Court Rules Sub Committee and have found it really interesting to watch the DIFC Courts’
reputation grow and develop over the years. Our firm has been
helping clients to do business in the UAE for many years. We offer
a full-service practice and have particularly strong experience in
energy, infrastructure, financial institutions, transport, technology, real estate and hospitality sectors. Our team understands
and can advise on key local law issues and regulations.”
“Technology and innovation is one of our firm’s core sectors
of focus globally, and we are at the forefront of the ethical and
legal implications of AI, digital risk and data protection, smart
contracts and fintech, and the regulation of areas like crypto
currencies and blockchain. In Dubai, as a result of the Smart
Dubai initiative, government owned companies are looking at
ways of becoming more technologically efficient. This means
we are increasingly discussing fintech with clients and how this
could impact them and the work they do within their innovation
incubators.”
“We have also seen a recent increase in RFPs from innovative
businesses, including those developing driverless vehicles or
masterless vessels here.”
“The main driver for change in our business is always our clients.
This means as technology revolutionises the planet, we have to
adapt and change the way we work so that we can support our
clients’ evolving needs. As a result, we have focused on and grown
our specialist knowledge and capabilities in technology across all

“I expect the use
of technology will
continue to influence
the direction of our
work from the base of
the pyramid (routine
commoditisation
of work) to its apex
(specialised/complex
work).”

sectors, and have also used technology internally as a means of
enhancing the way we deliver our services.”
SHEILA L SHADMAND
PARTNER IN CHARGE, DUBAI
JONES DAY
“Jones Day is known in the UAE for its
M&A, Projects and Dispute Practices.
My specialisms are the US Foreign
Corrupt Practices Act (FCPA) investigations, international arbitration, and DIFC
Courts litigation. One of the more important
cases I have been involved in since coming to Dubai was a case
litigated in the DIFC Courts: International Electromechanical
Services v Al Fattan and others, [2012} DIFC CFI 004. We represented the Respondents in that case, and successfully argued
that the DIFC Courts should stay the DIFC litigation proceedings
brought against them in favour of the parties’ ‘foreign-seated’
arbitration clause. This argument was contrary to the position
that had previously been taken by the Courts in the Injazat case,
which we argued was based in part on a mistake in the drafting
of the then current DIFC Arbitration Law. Argument in the case
involved, among other things, that the definition of ‘foreign
seated arbitration’ included domestic UAE but non-DIFC seats.
We convinced the Courts, to use their inherent discretion, to stay
the litigation in favour of a foreign-seated arbitration clause. This
was widely hailed as a positive pro-arbitration precedent in the
DIFC, as it brought the DIFC Arbitration Law in line with the New
York Convention. It also led to a legislative amendment to the DIFC
Arbitration Law to make it consistent with the Court’s ruling and
the New York Convention.”
“In the UAE, our dispute practice is well known for FCPA investigations and compliance counselling, as well as DIFC Courts litigation. We have a deep bench of US qualified and trained lawyers
resident in Dubai who have significant experience in defending
and negotiating FCPA resolutions with the US Department of
Justice (DoJ) and Securities and Exchange Commission (SEC). Our
team also has full rights of audience in the DIFC Courts due to our
experience as courtroom trial lawyers in our home jurisdictions.
This combination makes our team a bit unique in the UAE.”
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“When it comes to changes we may see in the near future in
the area of corruption investigations, deeper entrenchment of
globalization in the corporate world is likely to have an impact.
US corporate compliance policies and active enforcement of US
laws by US government agencies have historically been the main
drivers of anti-corruption compliance in the region. Ten years ago,
FCPA compliance amongst local and regional companies was not
common. However, today, and in the near future, many local and
regional companies will be actively implementing US-style FCPA
compliance programmes because it makes good business sense
to do so in an increasingly globalized economy. I expect UAE and
other Gulf regulators to continue to develop and enforce local anticorruption laws, as they are looking to ensure a ‘clean’ business
environment to enhance future growth.”
“Privatization of industry and projects in the region following
the oil price downturn will also create a greater compliance risk if
left unchecked. As industry privatizes, local government regulators
need to ensure healthy competition remains. Gulf regulators should
look at lessons learned decades ago in the US, Russia, and India,
where ‘cronyism’ and corruption flourished following privatization
until stronger regulation was imposed.”
“I expect the biggest impact of these developments will be in
the area of joint enforcement by government regulators. We are
already seeing a great deal of cooperation amongst government
agencies worldwide to combat corruption that takes place across
several jurisdictions. Our clients are actively ensuring compliance
of their anti-corruption policies across all the jurisdictions in which
they operate and globally implement the laws of the country with
the highest compliance threshold in order to steer clear of violations across jurisdictions. Therefore, global companies are taking
standards from a myriad of jurisdictions, and imposing global
policies that satisfy all the jurisdictions they operate. It makes
sense for regulators to do the same with legislation.”
“Technology is also revolutionising the world, and the legal
industry is not immune. A major technology based driver of change
has been to ensure we are positive legal drivers of technological
advancement. To do so, we now can and must instantaneously
bring together a legal team across several different practices
and geographies to either actively respond to fast changing
technological advancements or quickly respond to technology
crises being faced by our clients. The ever-changing needs of our
clients in this area can include technological advancement,e.g.
autonomous vehicles, artificial intelligence, robotics, blockchain
and digital currencies, and technological crises, e.g. cybersecurity
and data protection threats. Our Technology Practice is comprised
of thought leaders who have both IP and engineering backgrounds,
and law degrees, who have designed our practice to be proactive
drivers of legal and legislative growth in communities in order to
protect our clients and provide positive legal environments for
promoting the technological advancements that propel society.
Our Jurisdiction By Jurisdiction review of legislation for autonomous vehicles around the world in this issue of the magazine is a
good example of this.”
“The most interesting, and quite frankly most rewarding, part
of being a DJI Advisory Board Member over the past two years
has been collaborating with my colleagues from other law firms
on this Board. We all come from such diverse legal backgrounds
and in that way can bring unique perspectives, learning, and best
practices from around the world for the benefit of the UAE. We
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are all committed to assisting in the operation of law in the UAE
and the region to ensure continued growth and development of the
country’s economy and those of its neighbours. I am proud to sit
next to such thoughtful and intelligent legal leaders, and of what
we have accomplished,and will continue to accomplish together.”
SADIQ JAFAR
MANAGING PARTER
HADEF & PaRTNERS
“I started my career in 1987, as a banking
associate with Clifford Chance in London
and moved to the UAE 25 years ago. I
consider myself fortunate to have gained
experience in a wide range of practice
areas and industry sectors and in a rapidly
growing economy. It means I have developed
into a general corporate and commercial lawyer and would also like
to think that I have, during the past 12 years, become a specialist
managing partner.”
“My firm, Hadef & Partners is a leading independent UAE law
firm. We have 95 lawyers in our offices in Abu Dhabi and Dubai. As
a full-service business law firm, we provide advice in all practice
areas. We also have a large team of advocates who regularly
appear in all courts of the UAE.”
“The UAE’s legal system is continuing to develop rapidly in
line with the expansion of the national economy, and there is a
regular flow of new laws and regulations which are affecting most
practice areas. One topical example of this is the new VAT Law.”
“The introduction of VAT (albeit at the relatively low level of
5%) will have an effect on all business sectors in the UAE. UAE law
firms will also need to adapt their billing systems and practices to
address VAT in the future.”
“Another area which is impacting our work is the technology being
used by the Courts and a number of government departments , which
has had a direct impact on us, however, Hadef & Partners endeavours
to adapt appropriately to relevant innovations and progress.”
“ Our firm acquires and accesses hardware, software, know-how
and other technology in a similar way to most leading global law
firms, and our lawyers and our clients understandably expect no
less. Although we may rarely be the pathfinder, we have to be a
rapid assessor and adapter of relevant advances and trends. We
also react, as appropriate, to market expectations on areas such
as the use of social media, which is increasingly used to share
knowledge and insights, and for networking purposes with the
UAE business community. “
“I expect, the use of technology will continue to influence the
direction of our work, from the base of the pyramid (routine,
commoditized work) to its apex (specialised, complex work). For
example, artificial intelligence is developing rapidly and will have
an impact. Its first impact will always be directed towards the
largest legal markets, starting with the US and Europe, and in
due course it will also impact developing and emerging jurisdictions, such as the UAE. I cannot predict precisely how technology will impact UAE law firms. Suffice to observe that the UAE
has always been a very specific jurisdiction with its own history,
culture and nuances. It is also an integral part of the regional and
global economy as well as a rapid adapter of the latest technology
in all sectors. Therefore, the development and progress of UAE
law firms will undoubtedly continue at a dynamic pace.”
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dID YOU
KNOW
who ICANN ARE
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he Internet Corporation for Assigned Names and Numbers
(ICANN) oversees the internet domain name system
and historically had about 20 generic top-level domains
(gTLD), e.g. .com, .biz and .net. In 2013 it launched a New
Generic Top Level Domain Name Program, and the first of more
than 1,000 new gTLDs, including those in non-Latin scripts like
Arabic. The new gTLDs included .xyz, .top, .wang and .win, as
well as some famous brand names like .bmw and .hotmail. This
meant the numbers of domain names available for sale greatly
increased. However, since then take up of individual new gTLDs
has not been great. Although, more than 11 million new gTLDs
were registered between April 2014 and January 2016, it was initially believed that this gTLD expansion created greater risks for
brand owners of mass applications by cybersquatters who might
try to register famous marks as domain names in order to hold
brand owner to ransom. As a result ICANN has introduced measures to help trademark owners protect their rights including the
Trademark Clearinghouse and Uniform Rapid Suspension. With
the Trademark Clearing House, owners of a valid registered trade
mark are able to register via a dedicated website and pay a fee to
have their trademark included on a central repository. Those on
the registry have an initial period under the Sunrise Registration
of at least 30 days to have exclusive right to register a domain
name which has a new gTLD string with the exact trade mark as
their listing on the Clearing House. After this period anyone can
register such a domain name. While, under a second service, when
the gTLD registry makes domain names available to the public,
the Claims service will make a trademark owner who is registered
aware if its trademark is the subject of an attempted registration.
However, registration with the Clearing house only protects marks
against domain names that are identical. It doesn’t protect against
misspellings or confusingly similar registrations. In addition, the
Claims service operates for at least 60 days only (starting from
the date gTLDs are released to the public). This can help address

potential problems during start up periods, but would not offer a
trademark owner long term security and protection.
In addition to ICANN there is also a gTLD registry called Donuts
which operates about 200 new gTLDs and offers a service called
Domains Protected Marks List (DPML) where for a single fee a
trademark holder can block domain names which are identical
to their mark, and which contain the mark. For example, if your
registered trademark was Microsoft the DPML would enable you
to also block domains such as microsoft.direct or microsoftsuppliers.network.
There are a number of other methods which can be used to
tackle cybersquatting. For example, the Uniform Rapid Suspension System (URS) was set up to allow trademark owners to take
action against a domain name registration which infringes their
rights. However, it only applies to new gTLDs and not legacy gTLDs
such as .com, .net. or .org. Those faced with cybersquatting on
older domain names such as .com, .net and .org instead use the
uniform name dispute resolution progress (UNDRP). It enables
rights’ holders to gain a transfer of domain name(s) which are
identical or confusingly similar to a mark in which the complainant has rights. Some but not all country domain names, e.g. .nl, .ch
are included in this scheme. If the complaint is upheld, the domain
name can be transferred or cancelled. It is up to the complainant to request the appropriate remedy. Most choose a transfer,
or occasionally a suspension. However, cancellation of a domain
simply returns it to the gene pool where it can still be registered
by anyone in the future.
The URS is designed for cases of cybersquatting where there is
‘clear and convincing evidence’ of an abusive domain name registration. A URS filing fee is paid for 1-14 domain names and there is an
appeal process. (Whereas with UNDRP fees are higher and only cover
1-4 domains.) When a URS complaint is successful it results in the
suspension of the domain name (rather than cancellation or transfer
of domain name to the trademark owner as is the case with URS).
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Remarkable
These days most employers are all too
aware of the litigation risks from employees suffering from burn out or stress and
total exhaustion as a result of overwork.
However, few of employers will have
considered the risks of ‘bore-out’, an issue
which was put before a French employment Tribunal in 2016, when a 44 year old
manager in a perfume company, Frédéric
Desnard claimed €360,000 in compensation and damages, including missed pay
and holiday pay, after falling ill because his
work was too boring.
Desnard, who had worked for the
company for eight years and earned
€80,000 a year, claimed that between
2010-2014 he was ‘mis au placard’
(literally put in a cupboard) by his
employers.
This phrase meant he felt he was
given little work or menial tasks to do.
He stated he had been deprived of his
original responsibilities and made to do
tasks by his employers which had nothing
to do with his job.
He went as far as to claim his employer’s actions had ‘destroyed ’ him and left
him with serious depression.
Desnard argued this lack of activity had
left him stressed and a lack of stimulation at
work had even led to him having an epileptic
fit while driving.
Other claimed resulting health problems
from this inaction had included depression,
sleep problems and ulcers.

By Definition

Forum Non Coveniens (Latin)
Forum not agreeing
Forum Non Conveniens (or FNC) is the
discretionary power that allows a court
to dismiss a case where another court
or forum would be more suitable. It can
arise when litigants wish to forum shop.
FNC is a common law doctrine which is
believed to originate from Scots Law

In the end it was said things had got so bad
he’d been signed off work for seven months
and was subsequently made redundant as his
prolonged absence had had an impact on the
smooth running of the company.
His lawyer argued his employer’s aim had
been to bore him to death so they could fire
him without having to pay him redundancy
pay, as the company had plans to restructure following the loss of a major contract.
Meanwhile, the company’s lawyers
argued that Desnard should have raised the
issue (which he had not done) if he had been
so bored during those four years.
It was also revealed that a court had
previously ruled in 2015 that Desnard had
been defaming his former employers which
was judged as meaning he held a ‘personal
animosity’ against the company.

The term ‘bore out’ was not recognised
in French law but prior to this case France’s
higher court had recognised 244 cases of
employees who had been ‘intentionally sidelined’, and had ruled this was tantamount to
‘moral harassment’.
Following press coverage of the case
lawyers from many jurisdictions around the
world commented on whether there could
be a risk of litigation in their own jurisdictions. Stress cases are often associated
with excessive hours and work. However,
some commentators suggested litigation
might be possible if discrimination could
be proved, the employee’s role had been
specified in their contract and had changed
or the employer’s treatment of them had
deliberately or neglectfully breached the
employment contract.

and has since been adopted in a number
of jurisdictions including the US, Canada,
Australia and, England and Wales in varying forms. A few civil law juridsictions, e.g.
Panama have adopted it for maritime cases
but generally it is not seen in civil law jurisdictions, although it is similar to the civil law concept lis alibi pendens. The DIFC
Courts were required to consider it in the
Investment Group Private Ltd v Standard
Chatered Bank case, [2015} DIFC CA 004. In
this cases the DIFC Court of Appeal decided

they could not apply this doctrine if the
alternative forum was another court in
the UAE and as a result dismissed an application that the DIFC courts should
decline their jurisdiction in favour of
the Sharjah Courts on FNC grounds. The
issue was raised again in 2016 where it
was confirmed the correct test in the
DIFC courts was not merely a question
of the litigant’s convenience but that
the other available forum was clearly or
distinctly more appropriate for the trial.
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