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(1) See report on Countering the Use of the Internet for Terrorist Purposes --- Legal and Technical Aspects.
CTITF Publication Series, May 2011.

(2) Brendan Sasso, “House to Examine Olan for United Nations to Regulate the Internet”, The Hill (May
25, 2012), http://thehill.com/policy/technology/229653-house-to-examine-plan-to-let-un-regulate-internet.
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(1) See Paulina Wu, “Impossible to Regulate: Social Media, Terrorists, and the Role of the UN”, Chicago

Journal of International Law, No 1, 6-1 2015 Vol 16, pp. 281-311. P. 284
Ll gugyal jmlo /)gisall - /




PNER (PO { Vi i [ PURTIR Vi (95 1 (I V-

A3y Anls )l (ol e ¥ O TN Al AmBlSe CBugs poliil | (e i Busil | me ¥ il
(1)p2012 ple a3 2. Ade AT A 9l | Y LTI tlall 5a33ll Busill me ¥ cibliaiu!
cldalg (2) wco;(a Atlal e W1 Luloma (e 5 yalual | Oyl ,aT1 (ye e Griele | G
258 pladf Lgical o (e Gla )Y 1 23180 Jloe 2. 0a Ly Zcial| Joat| 48 50 (2 2005 ale 2.
.(3) e

C0,T0 N1 AeS gt Bl @o N 1a350. (33 2 dBail| & 5l I Y Lai MY St Latl 133t :{',i
dal (0 2012 ple (33 2 A 5l | S LTI lad| 5331 DY Ll ST Y gl 2L ze
Ca, 0N AeS g 98 ;IR (po Bl OISy Ad gt OY LY Olay 45 S g Cousd
Bl @Y L (e

23 2 dde AN a3l glal 0N alusiwd Sigue Al ploliue 35257 13adg
Sl g dsle 5 pdacull Lga e g Buil! o ¥ Jid (po 0O, AeS 9o Arasls L Ly
Al 2

Aol GBS gY1 Coadg o 0N AeS g RSBl ;o3P gt sliae W1 Joudl el wat
Lile 0,031 2aS gond gline g g 9ot Slo gSomt | prran allaind O a1k Lo e
s g ‘3‘-.‘-‘-55-1«4‘163‘:3-'43; Al ) 0 T Ae i Tl peinlg (palg )l o Olesal g
@, (Laay] o, ¥

oo I Zasls Auaaiio WISy — il giwe dausl e — SYLATMI STt slod¥ ! dayy
MO Gunnli ailgl g1 pma g Bumill @e ¥ L) Jud 392 911 jum (F] O pgls Bl
193 Ll diygunc 2. gy (@l (1 gadf alod ¥ e ol 1865 ale S¥LaiY I oud!
I OLALEY Al Lo (o A 93ulls lgaren pllain’ Aion duwa g 4S 14 700 gomig 4T 95
L lall sl a2 OY Lai Y OlSid o slait Al alua¥ly polall susd

(0aaS gty pellaces 3 gundt | ogd Jo¥ I alatl 2 gl (yay

W0 )M i g il (e (93 it 5Larl Lo (Ll g ko piasnt  AsliS 2 J1s &y gy L i

(1) The ITU is a United Nations Specialized Agency

(2) International Telecommunication Union (ITU), World Conference on International Telecommunications,
Dec. 3-14, 2012, Final Acts of the World Conference on International Telecommunications, Resolution
Plen/3(e), available at http;//www.itu.int/en/wcit-12/Documents/final-acts-wcit-12.pdf.

(3) Robert Dahl, “Democracy and its Critics” 1989
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(1) The definition of Internet governance, like internet itself, has evolved over time, since internet was first
opened to the public in mid 1990s. The term initially referred to a limited set of policy issues associated
with the global synchronization and management of domain names (e.g. samplesite.com) and IP
addresses (e.g., 7.42.21.42). But this definition has since broadened to principally combine ideas around
the management of the technical resources necessary for its stability and discussion around behaviors
emerging from the use of the Internet.

(2) Pierre de la Coste, “La gouvernance Internationale de I'Internet”, in Revue Politique Etrangere: 2006/3
Automne, p.507.

(3) Article 34 “Stoppage of Telecommunication” “Member States reserve the right to stop, in accordance
with their national law, the transmission of any private telegram which may appear dangerous to the
security of the State or contrary to its laws, to public order or to decency, provided that they immediately
notify the office of origin of the stoppage of any such telegram or any part thereof, except when such

notification may appear dangerous to the security of the State.”
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(1) Dan Schiller, “Masters of the Internet”, Le Monde Diplomatique, February 2013.

(2) See (ITU), World Conference on International Telecommunications, Dec. 3-14, 2012, and Signatories
of the Final Acts: 89, available at http:// www.itu.int/osg/wcit-12/highlights/signatories.html.

(8) Maxim Lott, “We are trying to stop the UN from regulating the Internet, Ambassador Kramer says”,
FoxNews.com. December 03.2012
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65For Mohammed Saadi, “The new electronic means of communication form a new factor o ualsd! saall
“affecting sovereignty leading to a new concept called the “digital sovereignty

(3) Pierre de la Coste, “La gouvernance Internationale de I'Internet”, in Revue Politique Etrangere:
2006/3 Automne, p.510.

(4) Min Chiang, “China’s “Internet Sovereignty” in the Wake of WCIT-12”. Feb. 6, 2013. http//www.
chinafocus.com/peace-security/china-internet-sovereignty-in-the-wake-of-wcit-12

(5) ICANN coordinates internet’s unique identifiers — Internet Protocol, IP, addresses and domain names
— that people and devices use to connect on the Internet. ICANN was established in 1998 under contract
to the US Department of Commerce, as a private nonprofit organization headquartered in California.
Its core function includes management of the global Domain Name System. DNS, often referred to as
Internet’s “phone book,” is a worldwide network of databases mapping domain names to IP addresses so
that users can send and receive information from any of the billions of web-connected devices. The DNS
is essential for the proper function of the internet. The US government originally managed the technical
the network underpinnings of the DNS because the US Department of Defense developed the network
technology (ARPANET) from which the Internet evolved. ICANN is guided by an international board of
directors, which is elected by members of the ICANN community and holds final decision-making authority.
The board is advised by a committee with representatives from more than 110 national governments.

(6) According to the constitutive treaty, the IUT decides by consensus, if it's impossible, then vote is

proposed.
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(1) Cecile Dehesdin. “Ce qu'il faut savoir sur le sommet mondial de I'lnternet”. Life, 14/12/2012 www.
slate.fr/story/66131/conference/uit-itu-internet-mondial-tratie-international-onu-gouvernance.m.hrc

(2) http://geneva.usmission.gov/2011/3/08/internet-freedo

(3) The author argues:”ll est donc indispensable d’ecrire une nouvelle “constitution” du reseau, permettant
I’equilibre ds pouvoirs entre les grandes puissances et les petits pays. Une architecture, inspiree de
celle de 'ONU — comprtant un “parlement” representant tous les Etats et tous les acteurs internationaux
concernes et un “gouvernement” representant les forces en presence, c’est-a-dire les acteurs majeurs de
I'Internet et des representant elus des autres acteurs—semble la milleure solution. Pierre de la Coste, “La
gouvernance Internationale de I'Internet”, in Revue Politique Etrangere: 2006/3 Automne, p.511.

(4) Cecile Dehesdin. Op.cit.
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(1) The texts of doctrine on terrorism are revealing total lack of the Security Council involvement. See in
this regard: V. S. Glaser, “Le Terrorisme Internationale et ses divers Aspects”, Revue Internationale du
Droit Compare, vol. 25. 1973, pp. 825-850.

(2) S/RES/2178 (2014).
(3) S/RES/2178 (2014).
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(1) Adopted by the UN General Assembly Resolution 54/109 of December 1999

(2) See Pierre Klein,“Le Conseil de Securite et la Lutte Contre le Terrorisme: dans I'Exercice de Pouvoirs
Toujours Plus Grands?” in Revue Quebecoise de Droit International (Hors — Serie), p.139

(3) Gaetano Arangio-Ruiz, “On the Security Council’s Law-Making”, Rivista di diritto internazionale
, Anno LXXXIII Fasc. 3 -2000, pp. 693.

(4) Jose A. Alvarez, “The Security Council’'s War on Terrorism: Problems and Policy Options” dans
Erika de Wet and Andre Nollkaemper, dir. Review of the Security Council by Member States, Anvers,
Intersentia, 2003, pp. 119-122.
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(1) Marco Alberto Velsquez-Ruiz, “In the Name of International Peace and Security: Reflections on the
UN Security Council’s Legislative Action”. In International Law Colombia Derecho Int. No. 18, Bogota Jan.
/June 2011.

@) 1d.

(3) Karoly Vegh, “A Legislative Power of the UN Security Council?” in Acta Juriidica Hungarica, 49, No
3 (2008), p. 294.

(4) 1d.

(5) Heisbourg, F. “The War against Terrorism and the Transformation of the World Order: a European

View”, In Emerson M
, Becher, K. (eds), Brussels 2002.
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(1) Jared Cohen, Digital Counterinsurgency — How to marginalize the Islamic State Online, in Foreign
Affairs November/December 2015 pp. 52-58

(2) Le Point.fr, 17/11/2015

(3) Kaveh Waddel, “Shutting Down Jihadist Websites Won'’t Stop Terrorism”, Censoring the Web isn’t just
illiberal-it's bad policy-The Atlantic, Nov. 24, 2015
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(1) Jillian C York, “Internet is not the Enemy”, Twitter@ jilliancyork, 22/10/2014.
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(1) Counter-Terrorism Implementation Task Force, “CTTIF Working Group Compendium — Legal and
Technical Aspects”. Un.org

(2) http://www.un.org/en/terrorism/cttif/pdf/cttif_interagency_wg_compendium_legal_technologies.

(3) See report on Countering the Use of the Internet for Terrorist Purposes --- Legal and Technical As-
pects. CTITF Publication Series, May 2011.
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(1) AHRC/7/27

(2) Article 19: provides”

1. Everyone shall have the right to hold opinions without interference.

2. Everyone shall have the right to freedom of expression; this right shall include freedom to seek, receive
and impart information and ideas of all kinds, regardless of frontiers, either orally, in writing or in print, in
the form of art, or through any other media of his choice.

3. The exercise of the rights provided for in paragraph 2 of this article carries with it special duties and
responsibilities. It may therefore be subject to certain restrictions, but these shall only be such as are
provided by law and are necessary:

(a) For respect of the rights or reputations of others;

(b) For the protection of national security or of public order (ordre public), or of public health or morals.

(3) Editorial of New York Times, January 4th.
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(1) 1d.

(2) Universal Declaration of Human Right, G.A Res. (Ill) A, UN Doc. A/RES/217 (lll), art. 19 (Dec. 10,
1948).

(3) UDHR, supra note 50, art. 29.

(4) International Covenant on Civil and Political Rights, Dec. 16, 1966, S. Exec. Rep. 102-23, 999 UNTS
171, art. 20.

(5) International Covenant on Civil and Political Rights, United Nations Treaty Collection (Jan. 5, 2015),
http://treaties.un.org/Pages/View Details

(6) See Maura Conway, “Le Terrorisme et la Gouvernance de I'Internet”. In Revue de I'Information et la
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Securite Internationale, n0 3 2007, pp. 28

(1) Paulina Wu, “Impossible to Regulate: Social Media, Terrorists, and the Role of the UN”, Chicago
Journal of International Law, No 1, 6-1 2015 Vol 16, pp. 281-311. P. 291

(2) Melissa E. Hathaway, “Connected Choices: How the Internet is Challenging Sovereign Decisions.”,
American Foreign Policy, vol. 36, No. 5 2014. P. 310

(3) Case C-131/12.
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(1) ICCPR, supra note 54, art. 1.1.

(2) See Pakistan, Algeria: Right to Self-Determination Justifies Terrorism; Morocco: the Right is “obso-
lete,” UN Watch (June 8, 2009)

(3) See Terrorism Act, 2000, sec. 1 (UK).
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(1) Idem

(2) Paulina Wu, “Impossible to Regulate: Social Media, Terrorists, and the Role of the UN”, Chicago
Journal of International Law, No 1, 6-1 2015 Vol 16, pp. 281-311. P. 306

(3) 18 USC para. 2332 (1) (2001).

(4) Federal Law of the Russian Federation No. 35-FZ of March 6, 2006 on Counteraction against Terrorism

art. 3 (June 2006) (version published by the Council of Europe).
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(1) Standing Committee of the National People’s Congress, Decision on Issues Related to Strengthening
Ant-Terrorism Work art. 2 (October 29, 2011) (China).

(2) Loi 96-647 du 22 Juillet 1996 a renforcer la repression du terrorism et des atteintes aux personnes
depositaires de l'autirite publique ou charges d’une mission de service public. Journal Officiel de la
Republique Francaise, art. 421-1 1996.

(3) See Marc M. Pollitt, “Security Briefing: Cyberterrorism: Fact or Fancy?” in 1998 Computer Security
8, 9 (Feb. 1998).

(4) Paulina Wu, “Impossible to Regulate: Social Media, Terrorists, and the Role of the UN”, p.297.

(5) A month later, the Council of Ministers of the Council of Europe adopted the First Additional
Protocol to the Cyber Crime Convention, which is directed at the criminalization of racist and xenophobic
conduct in computer networks. The protocol not only provides for a harmonized approach with regard
the criminalization of such harmful conduct, it also makes the investigative powers of the Cyber Crime
Convention applicable to the investigation of racist and xenophobic crimes in electronic environments.

dylayg] yalel el olaaiwl 82814 o) 82 58)l ool juylas \

39



______\\ /

2 deiilly SalaiB Y (glaill Aalaie Cialel uBy M. 1ol a3l (3] Aloasy & yag Lo
359 Moaa Lol il Ls ggie 2011 ple 2 (55L1) uullo¥ 1 Jlods cals Aalais 5 2002 ple
Ales allay Alkae comi g3l slinc| AB1S pen (3 Bugag (39, aSI N ola, ¥ as e
). 4 2a1g 39 583 p g SY (Subucll | higs (535 2

Ol e Liae ¥V ABLITY 1 505y . L g3 Loloam| 39,53 ¥ il y¥ | AmblSLa 3 ggar CBY 1B g
s b lal 2 Ll (1 3umil| o5 pond | s Ly Ja ] a0 (3o LI pangl e
O . ailin Zay yons Eliaie COIS LolS 20 9 ST Y AN o Jadtiad Liny]

Loallays Lgialy &1 gt l Babewr pe Lganjlad Wl 2 Ziae Slills (ady 4y 1L
@ g, Awlu¥ lgmtlne gl alat

Ol 33gime ualae p yad LgiSen Bumill @e ¥ 3l LAY Aaill At | O1B el £Ling
S )N s ALt dom gl a9 .25 W i Shal et B g (o Lo W1 a5 Sl g
sAadhe Ady play SO SO pusiun LegalS O 15183 olela Y1 ho |6t Filugg 39 )5ST Y
Ol el le Ognla ¥ Joms Cn 2 Ologlall o, 50N @il g0l )l @ pu Cus
JSS 0,50 N @Al i Lea S g datily Guwdid | Las Olitlaty Ladg -ue 31 i g
Lilwg Olay 33giame uslas pyrad corall (po Jasd Legio OBMIS Sl Ol 1é
568 — P9I Loy Cay yad Jgaud | (pon s 959 Liddad e lain X1 o 511
lAd zyuiy St 91 )3 9uceS jlea Bl gl ol Wuo 810 Le asd pgdy Leie
Gl ;¥ aal (Y iy . gy BlaS e A3 9Bl (g yST Y ol 31 il ya o
Juo 5331 Skt plad| plinian ¥ sy ¥ (> & cliading 9318 il Shes 39,583 Y
© .18 e laia ¥

Ian G5y e 9 J13ad) OF il ¢Bglall Bunainta g ST Gla )N sl IS5 )
e . oelain ¥ uolgid| Jilug e ka1 98 (re daisd caall (e 431 0é ) tola, Y|

(1) The Convention on Cybercrime has been criticized that it’s offering insufficient safeguards to privacy
and that its extradition arrangements ought to require that the defendant’s offence is against the law in
both the country in which she/he is accused and the country from which the extradition is sought.

(2) Id. P. 298.
(3) Convention on Cybercrime, supra note 91, art. 23.
(4) Convention on Cybercrime, supra note 91, art. 29(5).

(5) Dorothy Denning, “Cyberterrorism. Testimony before the Special Oversight Panel on Terrorism,
Committee on Armed Services US. House of Representatives (May 23, 2000).

(6) Ibid.
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